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Part I is written from the business owner’s perspective and provides detailed explanations of
the components of internal control as well as the underlying principles and points of focus.
Part I uses real-life examples to describe how smaller and middle-market businesses can
cost-effectively implement the framework’s concepts.
Part II is designed to help CPA firms become smarter auditors by incorporating the relevant
clarified auditing standards and explaining how the framework’s guidance aligns with these
standards. Examples show auditors how to improve internal control documentation in
audit engagements to more closely align with the framework as well as comply with
AICPA Professional Standards.
Appendix A provides real-life examples illustrating how the application of the framework’s
principles and points of focus can result in an effective system of internal control.
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In 2013 COSO released an update of the touchstone framework: Internal Control—Integrated
Framework. The AICPA has developed this publication, Internal Control for Today’s Smart
Business, to help CPA firms advise owners of smaller and middle-market businesses how to
sensibly apply the framework’s concepts to achieve objectives. The framework is applicable
to all organizations, regardless of size or industry.
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Preface
Organization and Content
This publication is organized to provide content that is useful for both businesses and their
independent auditors.
Chapters 1–6 discuss the recent changes to the Internal Control—Integrated Framework by
COSO (framework) and provide a detailed summary of each component of internal control as well
as the underlying principles and points of focus. These chapters describe how smaller and
middle-market businesses can sensibly apply the framework concepts of internal control to
achieve objectives in a cost-effective manner by providing real-life examples. These chapters are
meant to be understandable by both the client and their auditors (that is, these chapters are
written with the client’s perspective in mind).
Chapters 7–11 incorporate the relevant professional standards to help auditors understand how
the guidance in the framework regarding an entity’s system of internal control aligns with
generally accepted auditing standards. Examples are provided to assist auditors with improving
the internal control documentation in audit engagements to more closely align with the
framework as well as comply with professional standards (for example, documentation requirements).
Appendix A, “Internal Control Examples,” includes examples of a small business and a middlemarket business. These real-life examples are provided for every principle and point of focus in
the framework. Although not all situations are provided as examples, the appendix includes
details which illustrate how businesses of any size can have an effective system of internal
control.

Notice
Internal Control for Today’s Smart Business is a nonauthoritative publication. The auditing
content of this publication is an other auditing publication, as defined in AU-C section 200,
Overall Objectives of the Independent Auditor and the Conduct of an Audit in Accordance With
Generally Accepted Auditing Standards (AICPA, Professional Standards). Other auditing publications are defined as publications, other than interpretive publications, that may be used to
assist the auditor in the conduct of an engagement in accordance with professional standards.
Although other auditing publications have no authoritative status, they may help the auditor
understand and apply applicable professional standards. Practitioners should use professional
judgment and assess the relevance and appropriateness of guidance in other auditing publications to the circumstances of the engagement when applying such guidance.
Internal Control for Today’s Smart Business does not establish standards and is not a substitute
for the original authoritative guidance. This document has not been approved, disapproved, or
otherwise acted on by a senior committee of the AICPA. It is provided with the understanding
that the staff and publisher are not engaged in rendering legal, accounting, or other professional
services. All such information is provided without warranty of any kind.
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Feedback
We hope that you find this inaugural edition of Internal Control for Today’s Smart Business to
be informative and useful. We encourage you to provide candid feedback on features you liked
about this publication, as well as areas for improvement. Please direct feedback to the Accounting
and Auditing Publications team of the AICPA directly via e-mail at A&Apublications@aicpa.org.
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Chapter 1

Introduction
Background
1.01 Due to concerns about corporate practices in the 1970s, the U.S. Securities and
Exchange Commission and the U.S. Congress enacted reforms that required certain companies
to implement internal control programs. In 1985, the Treadway Commission, a private sector
initiative, was formed in response to these reforms to inspect, analyze, and make recommendations on corporate financial reporting.
1.02 In 1987, the Treadway Commission issued a report of findings and recommendations
titled, Report of the National Commission on Fraudulent Financial Reporting. In connection with
this report, COSO was formed to study the factors that can lead to fraudulent financial reporting.
Definition of COSO: COSO is a joint initiative of private sector organizations,
established in the United States, dedicated to providing thought leadership on critical
aspects of organizational governance, business ethics, internal control, enterprise risk
management, fraud deterrence, and financial reporting. COSO is primarily supported by
five organizations including the AICPA, the Institute of Management Accountants, the
American Accounting Association, the Institute of Internal Auditors, and Financial Executives International.
1.03 In 1992, COSO published Internal Control—Integrated Framework (the framework),
which has since become a widely accepted framework for designing, implementing, and conducting internal control and assessing the effectiveness of internal control. The framework helps
entities to assess their systems of internal control and is used by management, boards of
directors, external stakeholders, and others interacting with the entity in their respective duties
regarding internal control without being overly prescriptive.
1.04 In 2013, COSO updated the framework to reflect the changes in business in recent
years, including increased complexity, particularly in the areas of technology, global activities,
and outsourced service providers. The changes to the framework are intended to provide better
guidance to management and the board of directors in fulfilling their internal control responsibilities while continuing to meet the entity’s operations and financial performance goals in
compliance with laws and regulations. In addition to addressing the known changes which have
occurred over the past two decades, the updated framework helps entities address future
changes, including economic and competitive environments, organization leadership, business
priorities, and evolving business models. The purpose of the updated framework is to help
management better control the organization and to provide a board of directors with an added
ability to oversee internal control. A system of internal control allows management to stay
focused on the organization’s pursuit of its operations and financial performance goals while
operating within the confines of relevant laws and minimizing surprises along the way. Internal
control enables an organization to deal with changing economic and competitive environments,
leadership, priorities, and evolving business models more effectively. Many of the updates to the
framework have significant implications for small businesses, such as outsourced service
providers, an independent board of directors, technology general controls, and fraud risk
assessment.

COSO Framework
1.05 In the context of the COSO framework, internal control is defined as “a process, effected
by an entity’s board of directors, management, and other personnel, designed to provide
reasonable assurance regarding the achievement of objectives relating to operations, reporting,
and compliance.”
1.06 As shown in the subsequent diagram, internal control is a dynamic, iterative, and
integrated process. Internal control is not a one-time task because the effects of an entity’s
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internal and external activities are not static, but continually changing. For example, it is
common for the federal government to enact laws which result in new compliance requirements
for an entity. Accordingly, internal control needs to adapt with those changes to provide assurance
that an entity is achieving its objectives of maintaining compliance with laws and regulations.

Copyright © COSO, 2006. Reprinted with permission.
1.07 Also, within the definition of internal control are two fundamental premises:
1. Internal control is ultimately performed by people, whether through an oversight
activity performed by the board of directors, ethical behavior demonstrated by a
manager, or setting controls within a computer system by an outsourced IT specialist.
Yet this premise also means that internal control cannot prevent bad decisions or the
chance that such actions prevent an entity from achieving its objectives. Also, it is
critical that individuals who are part of the system of internal control understand the
overall strategy and objectives set by the entity.
2. A system of internal control is expected to provide an organization with reasonable
assurance, not absolute assurance, that objectives relating to external reporting and
compliance with laws and regulations will be achieved. Absolute assurance is not
possible because there are inherent limitations within any system of internal control
as well as uncertainties and risks that may exist. However, an effective system of
internal control increases the likelihood that an entity will achieve its objectives as
subsequently discussed.

Objectives
1.08 Within the framework, an entity’s goals are referred to as objectives and are differentiated into three categories thereby allowing organizations to focus on distinct aspects of
internal control:

1.07

•

Operations. These objectives relate to the achievement of an entity’s basic mission and
vision (that is, the fundamental reason for its existence), including improving operational and financial performance goals, and safeguarding assets against loss.

•

Reporting. These objectives pertain to the preparation of reports for use by organizations and stakeholders. Reporting objectives may relate to internal and external
financial and nonfinancial reporting and may encompass reliability, timeliness, transparency, or other terms as set forth by regulators, standard setters, or the entity’s
policies.

•

Compliance. These objectives pertain to adherence to laws and regulations to which the
entity is subject.
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1.09 Operations, reporting, and compliance objectives are identified in the framework
because collectively they provide a comprehensive approach to internal control for all entities,
regardless of size. Objectives common to most entities are maintaining profitability and quality,
reporting to owners (and lenders if required by debt agreements), hiring competent employees,
sustaining a positive reputation in the marketplace, and complying with laws and regulations.
1.10 Additionally, objectives may be applicable to more than one category. For example,
recruiting and retaining motivated and competent employees is a common objective that affects
all objective categories. Competent employees help to ensure the entity’s operations are not
disrupted (operations objective), but in the process of performing their duties they will also
provide meaningful data to enable the entity to report accurate information (reporting objective)
as well as have the knowledge to avoid violating laws and regulations (compliance objective).

Components of Internal Control
1.11 Supporting the organization in its efforts to achieve objectives, the framework sets out
five components of internal control, which are summarized as follows:

•

Control environment. The set of standards, processes, and structures that provide the
basis for carrying out internal control across the entity. The board of directors and
senior management (or owner-manager if the proprietor is involved in running the
entity on a daily basis) establish the tone at the top regarding the importance of
internal control and expected standards of conduct.

•

Risk assessment. A dynamic and iterative process for identifying and analyzing risks
to achieving the entity’s objectives, forming a basis for determining how risks should
be managed. Management considers possible changes in the external environment and
within its own business model that may impede its ability to achieve its objectives.

•

Control activities. The actions established by policies and procedures to help ensure
that management directives (to mitigate risks to the achievement of objectives) are
carried out. Control activities are performed at all levels of the entity and at various
stages within business processes, and over the technology environment.

•

Information and communication. Information is necessary for the entity to carry out
internal control responsibilities in support of achievement of its objectives. Communication occurs both internally and externally and provides the organization with the
information needed to carry out day-to-day controls. Communication enables personnel
to understand internal control responsibilities and their importance to the achievement of objectives.

•

Monitoring activities. Ongoing evaluations, separate evaluations, or some combination
of the two are used to ascertain whether each of the five components of internal control,
including controls to affect the principles within each component, is present and
functioning. Findings are evaluated and deficiencies are communicated in a timely
manner, with serious matters reported to senior management and to the board of
directors, or the owner-manager of a small business.

1.12 Within each component, the framework includes principles which are the fundamental concepts that help users understand requirements for effective internal control and assist in
designing and implementing systems of internal control. The 17 principles are discussed in
chapters 2–6 of this publication. Additionally, 81 points of focus, which are important characteristics of the principles, assist management in designing, implementing, and conducting a
system of internal control as well as assessing whether the relevant principles are present and
functioning. (Note: The framework does not require that management assess separately whether
points of focus are in place.)
1.13 Essential to the understanding of how these concepts work together is the direct
relationship between objectives, components, and the entity’s structure. The relationship is often
depicted in the form of a cube (see the following diagram) with the following characteristics:

•
•

Objectives. The three objectives are represented by the X axis.
Components. The five components are represented by the Y axis.
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•

Structure. The entity’s structure, which includes the divisions, subsidiaries, operating
units, and functions or business processes (that is, sales, purchasing, operations,
payroll, and accounting) are represented by the Z axis.

Copyright © COSO, 2013. Reprinted with permission.
1.14 As shown in the diagram, these components are relevant to an entire entity as well as
its internal departments or other subsets of the entity (including outsourced service providers).
Each component cuts across and applies to all three categories of objectives (for example,
operations objectives relate to the efficiency and effectiveness of operations, not specific operating
units or functions such as sales, marketing, purchasing, or human resources). The framework
provides principles representing the fundamental concepts associated with the components. The
components of internal control are suitable for all entities. The principles are presumed to be
implemented for all entities unless the entity determines that a specific principle is not relevant.
1.15 Internal control is not a “one size fits all” concept. Although each of the components is
required to maintain effective internal control, one entity’s system of internal control may be
quite different from another entity’s.
Small Businesses: Small businesses may be less formally structured and use more
streamlined processes and procedures to achieve their internal control objectives. For
example, smaller businesses with active management involvement in the financial reporting process may not have extensive descriptions of accounting procedures or detailed
written policies, but the control environment may still be effective. For particularly very
small businesses, the owner-manager may perform control activities that in a larger entity
may belong to several different individuals. As these two examples illustrate, the components of internal control may not be as easily delineated within smaller businesses, but the
results may be equivalent.

Small Businesses
1.16 The framework does not provide a definition of small business in terms of revenue and
equity capitalization, but does provide guidance on how to identify a small business. Typical
characteristics of a small business included in the framework are

•
•
•
1.14

few lines of business or products.
local or regional geography sales territories.
significant management ownership interests.
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•
•

few levels of management with wider areas of control.
few personnel with wider ranges of duties.

1.17 Some of these small business characteristics present significant challenges for costeffective internal control. For example, desired segregation of duties may be impracticable
because of limited personnel. Also, managers of small businesses may consider internal control
as an administrative burden rather than recognizing the needs and benefits of effective internal
control.
1.18 Smaller businesses typically have several advantages which can contribute to effective
internal control, including a hands-on participation by management (usually the ownermanager). Also, in a small owner-managed entity, the owner-manager may be able to exercise
more effective oversight than in a larger entity. This oversight may compensate for the generally
more limited opportunities for segregation of duties. For example, daily involvement by an
owner-manager or senior management in the entity’s operations may result in less formalized
monitoring activities while still being effective.

Effective Internal Control
1.19 An effective system of internal control reduces, to an acceptable level, the risk of not
achieving any or all of the operations, reporting, or compliance objectives and requires the five
components of internal control to function in an integrated manner. For small businesses, a
highly functioning system of internal control is more important than the formality of the system
or its documentation, although basic structure and documentation are essential to successful
internal control.
1.20 When internal control is effective, management, the board of directors, and owners of
small businesses have reasonable assurance that the entity

•

achieves effective and efficient operations when external events are considered unlikely to have a significant effect on the achievement of objectives or when the entity
can reasonably predict the nature and timing of external events and mitigate the effect
to an acceptable level.

•

prepares reports in conformity with applicable laws, rules, regulations, and standards
established by legislators, regulators, and standard setters, or with the entity’s
specified objectives and related policies.

•

complies with laws, rules, and regulations.

1.21 When there is a shortcoming in a principle or component that has the potential to
adversely affect the ability of the entity to achieve its objectives, it is referred to as a deficiency
in internal control. An internal control deficiency (or combination of deficiencies) that severely
reduces the likelihood that the entity can achieve its objectives is referred to as a major
deficiency. When a component and one or more relevant principles are not present or functioning
(or both), or when components do not properly operate together, then a major deficiency exists
and the entity cannot conclude that it has an effective system of internal control. For example,
in small businesses, the risk assessment or monitoring activities components may be present only
in a limited area or at all.
1.22 Also, it would be illogical for management to determine that the functioning of one
component mitigates a major deficiency in another component because the components relate to
distinct facets of internal control. For example, an entity may have an effective system of control
activities, but these cannot compensate for the absence of monitoring activities needed to
determine that control activities are present and functioning or whether deficiencies are
appropriately communicated.

Limitations of Internal Control
1.23 The framework recognizes that although an effectively designed and operating internal control system provides reasonable assurance of achieving the entity’s objectives, limitations
exist that prevent an entity of any size from achieving absolute assurance of accomplishing its
objectives. These limitations are supported by two concepts: (1) internal control operates at
different levels for different objectives and (2) no system of internal control will always perform
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as it is designed. In practice, these limitations are commonly identified in the following
situations:

•

Inappropriate oversight. An entity’s weak governance process for selecting, developing,
and evaluating board members may limit its ability to provide appropriate oversight
of internal control.

—
•

For small businesses, executive management commonly performs the role of
board members and because of related party relationships may not have sufficient objectivity for an appropriate oversight role.

Inappropriate objectives. An ineffective objective-setting process that challenges the
entity’s ability to identify poorly specified, unrealistic, or unsuitable objectives.

—

For small businesses, an informal (or nonexistent) objective-setting process will
likely result in a weak system of internal control.

•

Judgment. The use of judgment enhances management’s ability to make better
decisions about internal control, but cannot guarantee perfect outcomes because
human judgment in the decision making process can be faulty.

•

Breakdowns. Even a well-designed system of internal control may break down if
personnel misunderstand instructions or commit errors due to carelessness, distraction, or have been assigned responsibility for too many tasks.

—
•

Management override. Management’s overruling of prescribed policies or procedures
for illegitimate purposes with the intent of personal gain or an enhanced presentation
of an entity’s financial condition or compliance status.

—

•

For small businesses, lean operating budgets often result in a limited number of
personnel performing the majority of the bookkeeping procedures and related
control activities including reviews, approvals, and reconciliations.

Many small businesses are led by the founder, or other strong leader, who
exercises significant discretion and who has authority to give instructions
directly to other personnel, resulting in the circumvention of the organization’s
customary hierarchy in decision making. This leader is frequently a key factor
in the business achieving its growth and other objectives. With a top-to-bottom
knowledge of the business, this leader can contribute effectively in the internal
control system because he or she knows what to expect in reports and knows to
follow-up as needed. However, this leader is likely able to override established
controls on a discretionary basis thereby weakening the overall internal control
system. Override practices include deliberate misrepresentations to bankers,
lawyers, accountants, and vendors.

Collusion. Individuals acting collectively to perpetrate and conceal an action from
detection and prevention by the system of internal control (that is, circumvent an
entity’s system of internal control). Collusion may include employees as well as third
parties, such as customers or vendors.

Management Intervention: Management override should not be confused with
management intervention, which represents management’s actions to depart from prescribed controls for legitimate purposes. Management intervention is necessary because no
process can be designed to anticipate every risk and condition.

Organizational Boundaries
1.24 During the years since the framework’s original release in 1992, businesses have
increased the use of outside service providers. For example, many entities have transitioned from
having a payroll department to using an outside payroll processing service with the goal of
reducing costs, obtaining access to better processes and systems, allowing management to focus
more on the entity’s mission and providing better assurance of compliance with changing laws
and regulations for employment taxes.
1.25 Outsourced service providers can help small businesses perform many processes, such
as procurement, receivables management, payables management, payroll, pension and benefit
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management, investment management, and stock-based compensation programs. It is also
common for outsourced service providers to provide or support the entity’s technology needs.
1.26 Dependence on outsourced service providers alters the entity’s risks and may create
challenges in overseeing the activities and internal control of the outsourced service providers.
For example, an entity may outsource the task of payroll processing but cannot outsource the risk
that it is performed in compliance with laws and regulations (that is, the government and third
parties will hold the entity responsible for noncompliance, not the payroll processing service
provider).

Technology
1.27 Technology enables organizations to process volumes of transactions, transform data
into information to support sound decision making, share information across the entity and with
business partners, and secure confidential information from inappropriate use. In today’s
business environment, technology can be essential to support and better control the entity and
its objectives.
Definition of Technology: The framework uses the term technology to refer to all
computerized systems, including software applications running on a computer and operational control systems.
1.28 Technology environments vary significantly in their size, complexity, and extent of
integration. For many small businesses, the technology profile may be fairly simple and include
the following:

•
•
•

Minimal number of computers (desktop, laptop, or tablets)
Limited number of applications, such as e-mail, calendar, contact database, word
processor, spreadsheet, and financial software
Storage of information on the various computer hard drives or in the cloud1 on a hosted
server

1.29 These profile descriptions also raise an important point about technology innovation,
which can generate efficiencies by allowing smaller entities to perform more tasks for less cost
and enable entities to do things that were previously unavailable, such as having data backups
stored offsite by an outsourced service provider. However, it can also increase the complexity of
the entity’s technology environment, which makes identifying and managing risks more difficult.

Benefits and Costs of Internal Control
1.30 Internal control provides many benefits to an entity, such as feedback on operating
performance, which enables management to make informed decisions thereby minimizing
surprises. Also, the proper design and implementation of automated technology controls result
in consistent processing of data, thereby improving the quality and timeliness of information.
Among the most significant benefits of effective internal control is the ability to meet certain
requirements to obtain capital (debt or equity) because the investing and lending community
usually want to see that a business is properly managed; an effective system of internal control
often can provide evidence that the business is meeting its operations, reporting, and compliance
goals.
1.31 It is generally easier to analyze the costs in the cost-benefit consideration of internal
control because, in most cases, the financial costs can be quantified. Such costs include the
following:

•
•

Increased payroll costs for more competent personnel
The efforts to select, develop, and perform control activities

1
Cloud storage is a model of networked online storage where data is stored on remote servers that are hosted
by third parties. These hosting companies usually operate large data centers and sell or lease storage capacity to
businesses to store data offsite.
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•
•

Assessing the effect of added reliance on technology
Costs to implement controls in accordance with new laws and regulations

1.32 All entities have resource constraints which cause management to consider the costs
relative to the benefits of alternative approaches in managing internal control options, but cost
alone is not an acceptable reason to avoid implementing internal controls.

Documentation
1.33 Documentation of an entity’s system of internal control provides the necessary details
about roles and responsibilities, which promotes consistency in following desired practices in
managing the entity. Additionally, such documentation is often used to train new employees and
mitigates the risk of having such knowledge within the minds of a limited number of employees.
1.34 Documentation provides evidence of the performance of control activities and monitoring activities. Documentation also supports management’s evaluation of internal control
effectiveness and the procedures performed by internal and external auditors.
1.35 Management determines how much documentation is needed to assess the effectiveness of internal control. Some level of documentation is necessary for management to conclude
that the components of internal control are properly designed, implemented, and operating
effectively. This does not require that all documentation is or should be more formal, but that
persuasive evidence is available to show that the components of internal control are present and
operating together and are appropriate for the entity’s objectives. The extent of documentation
is a matter of judgment and should be done with cost-effectiveness in mind.
1.36 There may still be instances where internal control is informal and undocumented.
This may be appropriate where management is able to obtain evidence through the normal
course of business, indicating that employees routinely performed those controls. However,
certain controls, such as monitoring activities or risk assessments, cannot be performed entirely
in the minds of the board of directors and management without some documentation of their
thought process and analyses.
1.37 Small businesses often find less need for formal documentation that internal control
activities are being performed because there are typically fewer employees and levels of
management, closer working relationships, and frequent interaction between employees, all of
which promote communication of what is expected and what is being done. Consequently,
management of smaller entities can often determine that certain controls are in place through
direct observation.
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Chapter 2

Control Environment
2.01 As defined in chapter 1, “Introduction,” the control environment is the set of standards,
processes, and structures that provide the basis for carrying out internal control across the entity.
The board of directors (or owner-manager of a small business) and senior management establish
the tone at the top regarding the importance of internal control, including expected standards
of conduct, which then cascade down throughout the various levels of the organization and have
a pervasive effect on the overall system of internal control. The control environment extends
beyond the idea of culture and comprises the following:

•
•
•
•
•

The organization’s integrity and ethical values
The board of directors’ oversight responsibilities
The assignment of authority and responsibility
The process for attracting, developing, and retaining employees
The measures, incentives, and rewards to drive accountability for performance

2.02 An entity’s control environment is influenced by a variety of factors including its
history, values, market, and the competitive and regulatory landscape. Also, an entity that
establishes and maintains a strong control environment positions itself to be more resilient in
the face of internal and external pressures.
Small Businesses: The control environment of small businesses is likely to differ from
medium and large businesses. For example, the board of directors in small businesses may
not include an independent or outside member, and the role of governance may be
undertaken directly by the owner-manager if there are no other owners. Furthermore, the
control environment in a small business influences whether controls are present and
functioning. For example, the active involvement of an owner-manager in a small business
may mitigate certain risks arising from a lack of segregation of duties; however, other risks,
such as the override of controls, may be increased.

Principle 1: The Organization Demonstrates a Commitment to
Integrity and Ethical Values
2.03 The following points of focus underscore the important characteristics of this principle
and assist management in determining whether the principle is present and functioning
effectively:

•

Sets the tone at the top. The board of directors (or owner-manager) and management
at all levels of the entity demonstrate through their directives, actions, and behavior
the importance of integrity and ethical values to support the functioning of the system
of internal control.

•

Establishes standards of conduct. The expectations of the board of directors (or
owner-manager) and senior management concerning integrity and ethical values are
defined in the entity’s standards of conduct and understood at all levels of the entity
by outsourced service providers and business partners.

•

Evaluates adherence to standards of conduct. Processes are in place to evaluate the
performance of individuals and teams against the entity’s expected standards of
conduct.

•

Addresses deviations in a timely manner. Deviations from the entity’s expected
standards of conduct are identified and remedied in a timely and consistent manner.

Tone at the Top and Throughout the Organization
2.04 The board of directors (or owner-manager) and senior management should lead by
example to establish the values and operating style for the entity, which may be communicated
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to all employees through various ways, such as a mission statement, code of conduct, policies and
procedures, and similar communications as well as informal and routine actions of managers at
all levels of the entity. Equally important is the tone expressed by the board and senior
management which must be consistently communicated to all managers to ensure the integrity
and ethical values (and resulting behaviors) are shared by all employees and understood by third
parties.
2.05 Without a strong tone at the top to support a culture that places importance on internal
control, the other components of internal control may suffer. For example, awareness of risk can
be undermined, responses to risks may be inappropriate, control activities may be poorly defined
or not followed, information and communication may falter, and feedback from monitoring
activities may not be heard or acted upon. Therefore, tone can either be a driver or a barrier to
internal control.

Standards of Conduct
2.06 The board of directors (or owner-manager) establishes ethical expectations, which are
stated in an entity’s mission statement and standards of conduct. These standards of conduct
provide guidance to help employees understand what the board of directors (or owner-manager)
view as right and wrong actions for the business and its employees. Also, the standards of conduct
reference the applicable laws and regulations affecting the business. For example, the standard
of conduct of a food service business may provide guidelines for customer service as well as health
codes so that employees can bear these guidelines in mind when performing their duties. These
ethical expectations are core messages in the entity’s training for all employees and should also
be communicated to outsourced service providers. Because management retains responsibility
for the performance of processes that are delegated to outsourced service providers or business
partners, it should ensure those providers understand and comply with its standards of conduct.

Adherence and Deviations
2.07 The standards of conduct are the basis for evaluating adherence to integrity and
ethical values across the entity and its outsourced service providers. To gain assurance that the
standards are being followed in practice, the actions and decisions of employees are evaluated
by management. Evaluations may be conducted through an ongoing process by management or
directly from employees through regular staff meetings.
Outsourced Service Providers: Because management is responsible for achievement
of objectives and the related control activities that are delegated to outsourced service
providers, some entities require those outsourced service providers to formally acknowledge receipt of and compliance with its standards of conduct.
2.08 The entity also communicates tolerance levels for deviations from the standards of
conduct and the remedial action. Once identified by management, deviations from the standards
of conduct should be addressed in a timely and consistent manner. Depending on the severity of
the deviation, the employee may be issued a warning and provided coaching, put on probation,
or terminated. For an external example, if an entity’s management learns that an outsourced
service provider is performing work in an unethical or illegal manner, then the entity may decide
to request a change in scope of services with the service provider or to terminate the contract.
If a small business, which outsources the payroll processing duties to a local service provider,
identifies employees have been reported as independent contractors in the payroll reports filed
with government agencies, the owner-manager should consider this to be a deviation from the
standards of conduct related to compliance objectives (filing illegal or improper information) and
evaluate whether to terminate the relationship with the outsourced service provider. For an
internal example, the following table illustrates different employees and the entity’s tolerance
for deviations from the expected standard of conduct for employees to diligently perform their
duties.
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Deviation
Warehouse clerk is careless in performing
work, which results in misplaced
inventory parts and lower production
efficiency due to time spent finding parts.
Cashier is careless in counting cash
received from and paid to customers,
which results in a cash shortage.
Security guard is careless in performing
work and fails to lock a door, which
results in theft of assets.

Tolerance
Level

Response

High

The employee is trained on
the locations for all
inventory parts.

Medium

The employee is trained on
cash procedures or is placed
on probation.

Low

The employee is placed on
probation or terminated.

Small Businesses: In smaller entities, the owner-manager may personally identify
deviations and directly address them, leading to a less formal system for addressing
deviations from the standards of conduct. Conversely, a larger business may have human
resources departments with formalized processes to address deviations.

Principle 2: The Board of Directors Demonstrates Independence From
Management and Exercises Oversight of the Development and
Performance of Internal Control
2.09 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Establish oversight responsibilities. The board of directors (or owner-manager) identifies and accepts its oversight responsibilities in relation to established requirements
and expectations.

•

Apply relevant expertise. The board of directors (or owner-manager) defines, maintains,
and periodically evaluates the skills and expertise needed among its members to
enable them to ask probing questions of senior management and take commensurate
actions.

•

Operate independently. The board of directors (or owners) has sufficient members who
are independent from management and objective in evaluations and decision making.

•

Provide oversight for the system of internal control. The board of directors (or ownermanager) retains oversight responsibility for management’s design, implementation,
and conduct of internal control.

—

Control environment. Establishing integrity and ethical values, oversight structures, authority and responsibility, expectations of competence, and accountability to the board.

—

Risk assessment. Overseeing management’s assessment of risks to the achievement of objectives, including the potential effect of significant changes, fraud, and
management override of internal control.

—

Control activities. Providing oversight to senior management in the development
and performance of control activities.

—

Information and communication. Analyzing and discussing information relating
to the entity’s achievement of objectives.

—

Monitoring activities. Assessing and overseeing the nature and scope of monitoring activities and management’s evaluation and remediation of deficiencies.
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Authorities and Responsibilities
2.10 Although the board of directors retains oversight responsibility, the chief executive
officer and senior management bear direct responsibility for designing and implementing the
system of internal control. For the owner-manager of a small business, this responsibility
typically cannot be delegated even when the entity has a less formal system of internal control.

Independence
2.11 Because the board of directors should include independent members, this point of focus
is particularly difficult for smaller entities whose board generally comprises the same individuals
who act in senior management roles (and who may also have significant ownership interests).
For efficiency purposes, these individuals commonly perform the senior management roles with
minimal incremental effort in order to operate as an independent board of directors. For example,
when the entity has an annual meeting of the board of directors, the minutes of that meeting may
provide limited evidence that the board was exercising appropriate oversight of senior management (that is, the meeting is meant to comply with applicable laws and regulations rather than
to functionally operate as a board of directors and exercise oversight).
Small Businesses: The framework assumes that all principles are relevant. However,
there may be rare situations in which management has determined that a principle is not
relevant to the associated component (for example, when the owner-manager of a small
business performs both the roles of the board of directors and management). If the
owner-manager decides that this principle is not relevant, the owner-manager must
support that determination, including the rationale of how, in the absence of that principle,
the associated component could be present and functioning. Otherwise, a major deficiency
exists in the system of internal control.

Relevant Expertise
2.12 Additionally, it may be difficult for small businesses to recruit directors with relevant
skills and expertise to fulfill the board’s oversight responsibility. In many small businesses,
family members may hold senior management positions due to their relationship with the owners
rather than their competency. Depending on the circumstances, it may be necessary for an entity
to have directors with certain professional qualities (for example, understanding lender perspectives, governing laws, accounting standards, market compensation rates and practices,
customers, and competitors) or an internal control mindset (for example, professional skepticism,
perspectives for identifying and responding to risks, and assessing the effectiveness of the system
of internal control).
2.13 The framework acknowledges that smaller entities may find it costly or difficult to
attract competent and independent directors. Those entities that are unable to have an independent board recognize this factor and rely on different processes and controls that result in
effective oversight of the entity. The underlying concept is the board should have members to
adequately facilitate constructive criticisms, discussions, and decision making related to the
entity’s system of internal control.

Principle 3: Management Establishes, With Board Oversight,
Structures, Reporting Lines, and Appropriate Authorities and
Responsibilities in the Pursuit of Objectives
2.14 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

2.10

Consider all structures of the entity. Management and the board of directors (or
owner-manager) and management consider the multiple structures used (including
operating units, legal entities, geographic distribution, and outsourced service providers) to support the achievement of objectives.
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•

Establish reporting lines. Management designs and evaluates lines of reporting for
each entity structure to enable execution of authorities, responsibilities, and flow of
information to manage the activities of the entity.

•

Define, assign, and limit authorities and responsibilities. Management and the board
of directors (or owner-manager) delegate authority, define responsibilities, and use
appropriate processes and technology to assign responsibility and segregate duties as
necessary at the various levels of the organization.

—

Board of directors (or owner-manager). Retains authority over significant decisions and reviews management’s assignments and limitations of authorities and
responsibilities.

—

Senior management. Establishes directives, guidance, and control to enable
management and other personnel to understand and carry out their internal
control responsibilities.

—

Management. Guides and facilitates the execution of senior management’s
directives within the entity and its subunits.

—

Personnel. Understands the entity’s standards of conduct, assessed risks to
objectives, and the related control activities at their respective levels of the entity,
the expected information and communication flow, and monitoring activities
relevant to their achievement of the objectives.

—

Outsourced service providers. Adhere to management’s definition of the scope of
authority and responsibility for the services provided.

Organizational Structures and Reporting Lines
2.15 The board of directors (or owner-manager) and senior management establish the
entity’s structure and reporting lines to facilitate oversight activities. Regardless of the entity’s
structure, the reporting lines and communication channels must clearly enable accountability
over operating units and functional areas. For an internal example, the accounting department
prepares budgets for each department within the entity and prepares quarterly financial reports
to assist the board of directors (or owner-manager) with their review and other oversight
activities. For an external example, if an outsourced service provider performs the payroll
processing function and the board of directors or senior management should have direct
communication with the provider regarding assessed risks related to payroll processing in order
to adequately perform its oversight duties.

Authorities and Responsibilities
2.16 The board of directors (or owner-manager) delegates authority to and assigns responsibility for senior management, which then cascades to the remainder of the entity, including its
outsourced service providers. Authority and responsibility are delegated based on demonstrated
competence and roles are defined based on who is responsible for or kept informed of decisions.
However, although delegation of authority provides for greater agility, it also increases the
complexity of risks to be managed (see the preceding example of an outsourced service provider).
2.17 In addition to the complexities encountered when delegating authorities within the
entity, the delegation of tasks to outsourced service providers should include clear and concise
contractual terms related to the entity’s objectives and expectations of conduct and performance,
competence levels, expected information, and communication flow.

Principle 4: The Organization Demonstrates a Commitment to Attract,
Develop, and Retain Competent Individuals in Alignment With
Objectives
2.18 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Establish policies and practices. Policies and practices reflect expectations of competence necessary to support the achievement of objectives.

2.18
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•

Evaluate competence and addresses shortcomings. The board of directors (or ownermanager) and management evaluate competence across the organization and in
outsourced service providers in relation to established policies and practices, and act
as necessary to address shortcomings.

•

Attract, develop, and retain individuals. The organization provides the mentoring and
training needed to attract, develop, and retain sufficient and competent personnel and
outsourced service providers to support the achievement of objectives.

•

Plan and prepare for succession. The board of directors (or owner-manager) and senior
management develop contingency plans for assignments of responsibility important
for internal control.

Evaluate Competence
2.19 Competence is the qualification to carry out assigned responsibilities and requires
relevant skills and expertise. The board of directors (or owner-manager) evaluates the competence of the senior management who, in turn, evaluates competence throughout the entity and
outsourced service providers in relation to established policies and practices. The board of
directors (or owner-manager) then acts as necessary to address any shortcomings or excesses in
a timely manner.
Small Businesses: For small businesses, fulfilling a commitment to competence may
be challenging due to resource constraints which place additional pressures on the
owner-manager and senior management to ensure the entity achieves its objectives. To
mitigate this risk, additional attention is needed for work performed by employees who
may not have the qualifications to fully perform their duties.

Attracting, Developing, and Retaining Individuals
2.20 The commitment to competence is supported by the human resource management
process for attracting, developing, evaluating, and retaining the right fit of personnel and
positions, including outsourced service providers. The extent of resources is determined in
consideration of the relative importance of risks to be mitigated and periodically adjusted.
Management at different levels establishes the structure and processes as follows:

•

Attract. Seek out candidates who fit the entity’s needs and possess the competence for
the position. For small businesses, it is common to have a shortened or less formal
hiring process. However, in order for any size business to identify candidates, this
process should ideally perform background and reference checks and also include
detailed job interviews where the entity’s culture (including integrity and ethical
values) and operating style are described.

•

Train. Enable individuals to develop competencies appropriate for assigned roles and
responsibilities, reinforce standards of conduct and expected levels of competence,
tailor training based on roles and needs, and consider a variety of training methods
including classroom, self-study, and on-the-job training.

•

Mentor. Guide employee performance toward expected standards of conduct and
competence, align the employee’s skills and expertise with the entity’s objectives, and
help employees adapt to an evolving environment.

•

Evaluate. Measure the performance of employees in relation to achievement of objectives and demonstration of expected conduct. Measure the performance of outsourced
service providers against the contracts or other agreed upon standards.

•

Retain. Provide incentives to motivate and reinforce expected performance, including
training and credentialing, as needed.

2.21 Through this process, any behavior not consistent with standards of conduct, policies
and practices, and internal control responsibilities is identified, assessed, and corrected in a
timely manner at all levels of the entity. For small businesses, there may be a tendency to rush
through these human resource processes with a goal of making the entity as efficient as possible.
However, the owner-manager and senior management should ensure these processes are performed in order to fully develop the employees with the ultimate goal of the employees

2.19
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performing years of service at the entity. For example, the owner-manager may work directly with
employees and provide real-time development and feedback, but without a specific evaluation
there may be unidentified gaps in the employee’s development that are not addressed and may
be a contributing factor in control deficiencies in the future.

Plans and Prepares for Succession
2.22 The board of directors (or owner-manager) and senior management develop contingency plans for assigning responsibilities important to internal control and succession candidates
are trained and coached for assuming the target role. These efforts are especially important for
minimizing disruption to the entity and maintaining operating effectiveness of the system of
internal control when there is employee turnover. In small businesses with few personnel
involved with internal control, employee turnover can significantly affect the operating effectiveness of internal controls and, in extreme situations, affect the sustainability of the entity. For
example, if the controller or office manager in a small business were to leave, there may be a
significant or catastrophic disruption to the entity’s activities.

Principle 5: The Organization Holds Individuals Accountable for Their
Internal Control Responsibilities in the Pursuit of Objectives
2.23 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Enforce accountability through structures, authorities, and responsibilities. The board
of directors (or owner-manager) and management establish the mechanisms to communicate and hold individuals accountable for performance of internal control responsibilities across the organization and implement corrective action as necessary.

•

Establish performance measures, incentives, and rewards. The board of directors (or
owner-manager) and management establish performance measures, incentives, and
other rewards appropriate for responsibilities at all levels of the entity, reflecting
appropriate dimensions of performance and expected standards of conduct and considering the achievement for both short-term and longer-term objectives.

•

Evaluate performance measures, incentives, and rewards for ongoing relevance. The
board of directors (or owner-manager) and management align incentives and rewards
with the fulfillment of internal control responsibilities in the achievement of objectives.

•

Consider excessive pressures. The board of directors (or owner-manager) and management evaluate and adjust pressures associated with the achievement of objectives as
they assign responsibilities, develop performance measures, and evaluate performance.

•

Evaluate performance and rewards or disciplines individuals. The board of directors
(or owner-manager) and management evaluate performance of internal control responsibilities, including adherence to standards of conduct and expected levels of
competence, and provide rewards or exercise disciplinary action as appropriate.

Accountability for Internal Control
2.24 Accountability is interconnected with leadership, as the tone at the top helps to
establish and enforce accountability and morale. Senior management is responsible for designing, implementing, conducting, and periodically assessing the structures, authorities, and responsibilities needed to establish accountability for internal control at all levels of the entity. For
many small businesses, this is done informally through the normal course of business on an
as-needed basis. Accountability refers to the delegated ownership for the performance of internal
control through

•
•
•

a code of conduct that is communicated to all employees and enforced.
communicating how decisions are made and soliciting and acting on 360-degree
feedback on performance.
establishing anonymous or confidential communication channels.

2.24
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•
•

alignment of individual goals and performance with the entity’s objectives.
management’s response to deviations from expected standards and behaviors.

Performance Measures, Incentives, and Rewards
2.25 The board of directors (or owner-manager) and senior management establish measures, incentives, and other rewards at all levels of the entity, considering both short-term and
longer-term objectives. Performance measures should be a balanced combination of quantitative
and qualitative measures to reward successes and discipline behaviors as necessary in line with
the range of objectives. For example, an entity establishes performance quantitative measures
regarding inventory accuracy (which can be measured when physical counts are performed) that
are linked to employee bonuses and align with the entity’s objectives of accurate internal and
external reporting of inventory balances and production.
2.26 Regardless of the form, incentives drive behavior and should be structured so the
resulting behavior will achieve the entity’s objectives. If an entity’s bonus plan is based on
quarterly or annual profit, but the owner-manager is focused on long-term growth, then
employees will likely aim to achieve short-term profits at the detriment of long-term growth. For
example, supervisors may postpone equipment maintenance costs in order to boost current
profits.
2.27 Some considerations that are common in successful incentive plans are as follows:

•

Involve all levels of personnel to support the achievement of the entity’s objectives (not
just senior management or key personnel)

•

Identify events that the market has rewarded in the past and those that the market
has punished

•
•

Define meaningful metrics that will be used for performance measures

•

Communicate consequences (both positive and negative) of partially achieving the
objectives and failing to achieve the objectives
Adjust performance measures regularly based on a systematic and continual evaluation of the ongoing relevance and potential effects of risks as they evolve over time

Pressures
2.28 Implicit within the nature of incentives or rewards is that employees will have
pressure to meet the goals and targets (performance measures). Also, changing roles and
responsibilities contributes to the pressure for affected employees. The board of directors (or
owner-manager) and management must consider how these pressures create the risk of employees “cutting corners” where it could be detrimental to the achievement of objectives. This
includes assessing the risk of employees circumventing internal controls, engaging in fraudulent
activity, or corruption.
2.29 Excessive pressures are most commonly associated with

•
•
•

unrealistic performance targets;
conflicting objectives of different stakeholders; and
imbalance between rewards for short-term financial performance and those for longterm focused stakeholders.

2.30 When establishing incentive structures, management should consider the risks in
relation to both the employee’s level and the entity’s business model. Depending on the
circumstances, employees may have incentives that can lead to disproportionate risks for the
entity. For example, as department managers may take risks on the entity’s behalf, they are
aware that their compensation, promotion, and position within the entity can be improved,
reduced, or lost depending on their performance. However, the department manager should not
be able to take such extreme risks that jeopardize the entity itself.
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Small Businesses: Many owner-managers of small businesses consider only the risks
associated with an incentive plan in terms of theft of the entity’s assets (usually cash,
inventories, or fixed assets). However, the effect of the employee’s behavior driven by these
same incentives are far reaching and, accordingly, it is critical to consider the effect of
incentives on reporting (including operations, financial, and compliance), which can
significantly affect the entity as well. For example, a bonus plan may incentivize an
employee in the accounting department to recognize sales transactions in the current
period in order to overstate revenues and profits. The effect of these actions extends beyond
the bonus payment to the employee and encompasses the entity’s financial reports
submitted to senior management, and possibly lenders, as well as the entity’s compliance
with laws and regulations.

Performance Evaluation and Reward
2.31 Just as performance objectives are cascaded from the board of directors to senior
management and then to other personnel, respective performance evaluation is conducted at
each of these levels. The board of directors (or owner-manager) should evaluate the performance
of the CEO, who in turn evaluates the senior management team, and so on. As part of the
evaluation process, each employee’s competence and performance is measured against the code
of conduct and established goals, then rewards are allocated or disciplinary action is exercised
as appropriate. The compensation and other rewards are used to retain high performers and
encourage attrition of lower-end performers.
2.32 For small businesses, the goal-setting process may be more informal and can lead to
inconsistencies during the performance evaluation process. Accordingly, it is recommended that
small businesses develop straightforward performance goals that are objectively measurable and
can be easily used in the performance review process. Otherwise, the evaluation and reward
system may appear discretionary and too cumbersome to be consistently applied by management.
Rewards: To encourage the appropriate behavior from certain groups of employees,
rewards may be in the form of money, equity, recognition (employee of the month), or
promotion.

2.32
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Chapter 3

Risk Assessment
3.01 All entities, regardless of size, structure, nature, or industry, encounter risks from
internal and external sources. Risk is defined in the framework as “the possibility that an event
will occur and adversely affect the achievement of objectives.”
3.02 The use of the term adversely in the framework’s definition includes both positive and
negative variances. For example, a positive variance is created when a large customer order
drastically exceeds planned production and affects the entity’s ability to achieve its objectives
related to product quality, production delays, timely deliveries, and employee turnover. In the
process of identifying variances, management may also identify opportunities that enhance the
achievement of objectives.
3.03 Risks affect the entity’s ability to succeed, compete within its industry, maintain its
financial strength and positive reputation, and maintain the overall quality of its products,
services, and people. Because of these complexities, there is no practical way to reduce risk to
zero. Indeed, the decision to be in business incurs risk. Ultimately, management determines how
much risk (to the achievement of the entity’s objectives) is prudently acceptable, strives to
maintain risk within these levels, and understands and determines the tolerance for exceeding
target risk levels. Risk tolerance is the acceptable level of variation in performance relative to
the achievement of objectives.
3.04 The entity considers risk tolerance when performing its risk assessment. Operating
within risk tolerance provides management with greater confidence that the entity will achieve
its objectives. If there are external requirements (for example, accounting standards or laws and
regulations), then management considers risk tolerance within the context of those requirements.
3.05 Performance measures help entities operate within established risk tolerance levels
and are frequently measured in the same unit as the related objectives. For example, assume
management targets to manufacture 98 percent of products with no defects, with an acceptable
variation in the range between 95 percent and 100 percent. The following table relates the risk
concepts to this example.
Objective

To manufacture 98% of products that meet established quality
standards (no defects)

Risk

Manufacturing products that do not meet the quality standards
(defective products)

Risk tolerance

3% variance in product quality

3.06 Two important points to note about the objective in this example are (1) depending on
the circumstances, the objective may relate to both operations and compliance, and (2) the
objective is not set at 100 percent of products manufactured with no defects because it is not
practical to reduce risk to zero.
3.07 Although risk assessment may seem to be a complex process, it can be summarized into
the following steps:
1. Identify potential causes of failing to achieve objectives.
2. Assess the likelihood that such causes will occur.
3. Evaluate the effect of risk on achievement of the objectives.
4. Consider the degree to which the risk can be managed.

3.07
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Small Businesses: An ad-hoc risk assessment process is typically performed by the ownermanager, but the fundamental concepts are still relevant. The owner-manager identifies the
significant objectives for the entity (for operations, reporting, and compliance activities) and then
proactively assesses the significant risks related to those objectives. This risk assessment process
is often performed on a situational basis when deemed necessary by the owner-manager and is
rarely formalized or documented. However, the informality of the process or lack of documentation should not lead the owner-manager to conclude that the entity does not have a risk
assessment process.
The principles and points of focus discussed in this chapter should be viewed by small businesses
as best practices that help an entity achieve its objectives by performing a thorough risk
assessment to identify, assess, evaluate, and manage risks.
For example, the owner-manager becomes aware of significant changes to employment laws and
assesses their effect on the entity including the effect of noncompliance. Because the entity has
several employees and there are large penalties for noncompliance, the owner-manager assesses
the risk as significant and implements changes in the entity’s operations to comply with the new
employment laws.

Principle 6: The Organization Specifies Objectives With Sufficient
Clarity to Enable the Identification and Assessment of Risks Relating
to Objectives
3.08 A precondition to risk assessment is the establishment of objectives (operations,
reporting, and compliance). The grouping of objectives within these categories allows for the
related risks to be identified and assessed.
3.09 The following lists describe points of focus which underscore the important characteristics of this principle and should assist small business management in determining whether
the principle is present and functioning effectively.
Operations Objectives

•

Reflect management’s choices. Operations objectives reflect management’s choices
about structures, industry considerations, and performance of the entity.

•

Consider tolerances for risk. Management considers the acceptable levels of variation
relative to the achievement of operations objectives.

•

Include operations and financial performance goals. The organization reflects the
desired level of operations and financial performance for the entity within operations
objectives.

•

Form a basis for committing of resources. Management uses operations objectives as
a basis for allocating resources needed to attain desired operations and financial
performance.

Reporting Objectives

•

•

3.08

Comply with applicable standards and frameworks

—

Financial reporting objectives are consistent with accounting principles suitable
and available for that entity. The accounting principles selected are appropriate
in the circumstances.

—

Nonfinancial reporting objectives are consistent with laws and regulations, or
standards and frameworks of recognized external organizations.

Consider level of precision

—

For financial reporting objectives, management considers materiality in financial
statement presentation.

—

For nonfinancial reporting objectives, management reflects the required level of
precision and accuracy suitable for user needs and as based on criteria established by third parties in nonfinancial reporting.

—

For internal reporting objectives, management reflects the required level of
precision and accuracy suitable for user needs in nonfinancial reporting objectives and materiality within financial reporting objectives.
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•

•

Reflect entity activities

—

External financial reporting reflects the underlying transactions and events to
show qualitative characteristics and assertions.

—

External nonfinancial reporting reflects the underlying transactions and events
within a range of acceptable limits.

—

Internal reporting reflects the underlying transactions and events within a range
of acceptable limits.

Reflect management’s choices

—

Internal reporting provides management with accurate and complete information regarding management’s choices and information needed in managing the
entity.

Compliance Objectives

•

Reflect external laws and regulations. Laws and regulations establish minimum
standards of conduct which the entity integrates into compliance objectives.

•

Consider tolerances for risk. Management considers the acceptable levels of variation
relative to the achievement of compliance objectives.

Operations Objectives
3.10 Management may set operations objectives that focus on the efficient use of resources,
such as improving receivable turnover or inventory turnover. In setting each operations objective,
management specifies risk tolerance.

Reporting Objectives
3.11 Reporting objectives pertain to the preparation of reports that encompass reliability,
timeliness, transparency, or other required terms. This category includes external financial and
nonfinancial reporting, and internal financial and nonfinancial reporting. External reporting
objectives are driven primarily by laws and standards set by governments and other standardsetting bodies. Internal reporting objectives are driven by the expectations established by
management (or the owner-manager), based on the entity’s strategic direction.
3.12 Regarding materiality, although management determines the materiality amount for
the entity’s financial statements, it should reflect the required level of precision and accuracy
suitable for external users’ needs. For example, a small amount may seem trivial to management
(or the owner-manager), but may be material if it results in financial statements that violate
financial loan covenants, as that violation influences decisions by external users.

Compliance Objectives
3.13 Laws and regulations establish minimum standards of conduct that are then integrated into an entity’s compliance objectives. Regardless of size, entities must conduct their
activities, and take specific actions as necessary, to attain (and retain) compliance. When setting
compliance objectives, the entity needs to understand the applicable laws and regulations and
develop policies and procedures accordingly. Similar to external reporting objectives, management considers the acceptable levels of variation in performance within the context of complying
with laws and regulations.

Principle 7: The Organization Identifies Risks to the Achievement of
Its Objectives Across the Entity and Analyzes Risks as a Basis for
Determining How the Risks Should Be Managed
3.14 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Include entity, subsidiary, division, operating unit, and functional levels. The organization identifies and assesses risks at the entity, subsidiary, division, operating unit,
and functional levels relevant to the achievement of objectives.

3.14
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•

Analyze internal and external factors. Risk identification considers both internal and
external factors and their effect on the achievement of objectives.

•

Involve appropriate levels of management. The organization puts into place effective
risk assessment mechanisms that involve appropriate levels of management.

•

Estimate significance of risks identified. Identified risks are analyzed through a
process that includes estimating the potential significance of the risk.

•

Determine how to respond to risks. Risk assessment includes considering how the risk
should be managed and whether to accept, avoid, reduce, or share the risk.

Risk Identification
3.15 The entity’s risk identification process must be comprehensive and consider all
significant internal and external interactions of goods, services, and information. Also, the risk
identification process should focus on entity-level risks (which may be either internal or external)
as well as transaction-level risks (which are internal only). Similar to how entity-level objectives
cascade to transaction-level objectives, entity-level risks should be approached first and then
followed by transaction-level risk identification.
3.16 Identification of internal risks includes functions and processes such as sales, human
resources, marketing, production, and purchasing. Internal risk factors may include the following:

•

Infrastructure. Decisions on the use of capital resources that can affect operations and
the ongoing availability of infrastructure.

•

Management structure. A change in management responsibilities that can affect the
way certain controls are performed.

•

Personnel. The quality of personnel hired and methods of training and motivation that
can influence the control consciousness within the entity; expiration of labor agreements can affect the availability of staff.

•

Access to assets. The nature of the entity’s activities and employee accessibility to
assets that can contribute to misappropriation of resources.

•

Technology. A disruption in information systems processing that can adversely affect
the entity’s operations.

3.17 With external considerations, the risk identification should include relevant business
partners that directly or indirectly affect the entity’s achievement of objectives, such as key
suppliers, channel partners, and outsourced service providers. Additionally, the organization
should consider risks that originate from external sources. External risk factors may include
risks in the following categories:

•

Economic. Changes that can affect financing, capital availability, and barriers to
competitive entry.

•

Natural environment. Natural or human-caused catastrophes or ongoing climate
change that can lead to changes in operations, reduced availability of raw materials,
or loss of information systems, highlighting the need for contingency planning.

•

Regulatory. A new financial reporting standard that can require different or additional
reporting by a legal entity, management operating model, or line of business; a new
antitrust law or regulation that can force changes in operating or reporting policies and
strategies.

•

Social. Changing customer needs or expectations that can affect product development,
production processes, customer service, pricing, or warranties.

•

Technological. Developments that can affect the availability and use of data, infrastructure costs, and the demand for technology-based services.

3.18 As previously mentioned, the risk assessment process is iterative and, therefore,
management will repeat the process periodically. To determine the appropriate frequency of the
entity’s risk assessment process, management should consider the rate of change in risks,
competing operational priorities, and cost. For example, entities that operate in the technology
sector or have foreign operations may perform the risk assessment process more often than
entities that operate in stable industries.

3.15
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Risk Analysis
3.19 After identifying risks at the entity and transaction levels, the entity performs a risk
analysis. When analyzing risks for significance, management should consider factors such as the
following:

•

Severity. The likelihood of loss of assets as well as the effect on the entity’s operations,
reporting, and compliance activities.

•
•

Velocity. The pace that the risk will affect the entity.
Persistence. The duration of impact after the risk has occurred.

3.20 In order to determine the significance of a risk, management has to make objective or
subjective estimates. If possible, management should use data from past events as the basis for
objective estimates. For example, management may assess the risk of noncompliance with labor
laws by first reviewing the entity’s historical frequency of violations, and the related effects, and
then supplement that data with industry benchmarks.
3.21 A risk that poses no significant effect on the entity and is unlikely to occur generally
does not require a detailed risk response. Alternatively, a risk with a higher likelihood of
occurrence and the potential of a significant effect typically requires considerable attention.
3.22 Finally, management considers inherent risk and residual risk. Inherent risk is the
gross risk to an entity in the absence of any actions by management. Residual risk is the net risk
that remains after management’s response to the inherent risk. When assessing risks, management may choose to focus primarily on the residual risk.

Risk Response
3.23 Once the risks have been identified and their potential significance assessed, management should consider how the risk will be managed. This involves applying judgment based
on assumptions about the risk and reasonable analysis of costs associated with reducing the risk
to an acceptable level. Risk responses fall within the following categories:

•
•

Acceptance. No action is taken.
Avoidance. Exiting the activities causing the risk (which may involve discontinuing a
product line or withdrawing from a geographic region).

•

Reduction. Action is taken to reduce the significance of the risk (this typically involves
everyday business decisions such as implementing control activities).

•

Sharing. Action is taken to transfer the risk, thereby reducing its significance (for
example, by purchasing insurance or outsourcing an activity).

Response Tips: Resources always have limitations, and management takes into
account the relative costs and benefits of the risk response options. Normally, management
does not implement control activities when a specific risk is accepted or avoided.

Principle 8: The Organization Considers the Potential for Fraud in
Assessing Risks to the Achievement of Objectives
3.24 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Consider various types of fraud. The assessment of fraud considers fraudulent reporting, possible loss of assets, and corruption resulting from the various ways that fraud
or misconduct can occur.

•

Assess incentive and pressures. The assessment of fraud risk considers incentives and
pressures.

•

Assess opportunities. The assessment of fraud risk considers opportunities for unauthorized acquisition, use, or disposal of assets; altering of the entity’s reporting records;
or committing other inappropriate acts.
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•

Assess attitudes and rationalizations. The assessment of fraud risk considers how
management and other personnel might engage in or justify inappropriate actions.

3.25 As previously noted, the risk assessment process includes management’s assessment
of the risks related to the fraud. Responses to the identified fraud risks fall within the same
categories noted in the preceding list (accept, avoid, reduce, and share).

Types of Fraud
3.26 When assessing risks to the achievement of financial and nonfinancial reporting
objectives, management should consider the potential for fraud in the following areas:

•

Misappropriation of assets. Theft of the entity’s assets where the effect may cause a
material omission or misstatement in the external financial reports.

•

Fraudulent financial reporting. An intentional act designed to deceive users of external
financial reports and that may result in a material omission from or misstatement of
such financial reports.

•

Fraudulent nonfinancial reporting. An intentional act designed to deceive users of
nonfinancial reporting, including sustainability reporting, health and safety, or employment activity, and that may result in reporting with less than the intended level
of precision.

•

Illegal acts. Violations of laws or governmental regulations that could have a material
effect on the external financial reports.

3.27 The areas mentioned affect the various objective categories beyond just reporting
objectives. The safeguarding of assets typically relates to operations objectives and the illegal acts
relate to compliance objectives.
3.28 As part of the fraud risk assessment process, management should identify the various
ways that fraud can occur. For example, personnel could misstate the assumptions used in
sensitive estimates that are material to the financial statements, such as the allowance for bad
debts, inventory reserves, or loss contingencies.
Small Businesses: Many owner-managers consider the fraud risks associated with
incentive plans in terms of theft of the entity’s assets. However, fraudulent activity may
affect financial reporting (including operations, financial, and compliance) and present
additional risks to the entity.
3.29 The entity should also assess fraud risk associated with management’s ability to
override the entity’s controls for an illegitimate purpose, including personal gain or the enhanced
presentation of an entity’s financial condition or compliance status.
Note: Because this fraud risk specifically involves management, the board of directors (or
owner-manager) should oversee this assessment and challenge management, depending on the
circumstances. This is especially important for smaller entities when senior management may
be very involved in conducting many controls (for example, in the financial closing and reporting
process).
Override Versus Intervention: Management override should not be confused with
management intervention, which represents action that departs from controls designed for
legitimate purposes.

Fraud Risk Factors
3.30 Decades of fraud research have revealed that three factors are typically present when
fraud occurs. These factors, known the fraud triangle, include the following:

•

3.25

Incentives and pressures. Management or other employees may have an incentive, or
be under pressure, which provides a motivation to commit fraud.

27

Risk Assessment

•

Opportunity. Circumstances exist that provide an opportunity for fraud to be committed (that is, weak control activities, ineffective technology systems, poor management oversight, and management override of controls).

•

Attitudes and rationalizations. Those involved in a fraud scheme are able to rationalize
a fraudulent act as being consistent with their personal code of ethics. Some individuals possess an attitude, character, or set of ethical values that allow them to
knowingly and intentionally commit a dishonest act.

Although these factors are usually present in order for fraud to occur, their weighting may not
be equal. For example, an employee may have a personal financial crisis (incentive) to steal
inventory from the warehouse (opportunity), but may have little rationalization to justify the
fraud. When performing the fraud risk assessment and designing responses to the identified
fraud risks, the board of directors (or owner-manager) and management should consider the
three fraud risk factors and, if possible, make changes that minimize the incentives, pressures,
and opportunities for fraud to occur.

Principle 9: The Organization Identifies and Assesses Changes That
Could Significantly Affect the System of Internal Control
3.31 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Assess changes in the external environment. The risk identification process considers
changes to the regulatory, economic, and physical environment in which the entity
operates.

•

Assess changes in the business model. The organization considers the potential effects
of new business lines, dramatically altered compositions of existing business lines,
acquired or divested business operations on the system of internal control, rapid
growth, changing reliance on foreign geographies, and new technologies.

•

Assess changes in leadership. The organization considers changes in management and
respective attitudes and philosophies on the system of internal control.

Assessing Change
3.32 When there are significant changes to business and regulatory environments, the scope
and nature of an entity’s internal control need to adapt and evolve because internal control that
is effective within one set of conditions may not necessarily be effective when those conditions
significantly change. Thus, all entities must have a process to identify and assess those internal
and external changes that can significantly affect its ability to achieve its objectives.
3.33 This change assessment process will parallel the entity’s regular risk assessment
process as it includes similar steps (identifying potential causes of failing to achieve an objective,
assessing the likelihood that such causes will occur, evaluating the probable effect of achievement
of the objectives, and considering the degree to which the risk can be managed). However,
although the change assessment process is similar to, if not a part of, the regular risk assessment
process, it is discussed separately because it is critically important to effective internal control
and can too easily be overlooked or given insufficient attention in the course of dealing with daily
business issues.
3.34 Examples of significant changes that would require an entity to revisit its risk
assessments include the following:

•

Changing business model. An entity enters new business lines, alters the delivery of
its services through new outsourced relationships, or dramatically alters the composition of existing business lines.

•

Rapid growth. Operations expand significantly and existing structures, business
processes, information systems, or resources may be strained to the point where
internal controls break down.

•

New technology. New technologies are incorporated into production, service delivery
processes, or supporting information systems. Internal controls will likely need to be
modified.
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Small Businesses: Although larger companies may have formal change assessment
processes, the owner-manager and management of smaller businesses often rely on outside
professionals to provide information for the change assessment process that is still effective
and appropriate for the small business’ size. For example, the owner-manager may learn
about new laws and regulations, consult with legal counsel or the entity’s tax adviser about
those changes and their potential effects on the entity, evaluate the effects, and develop a
plan of action.

3.34
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Chapter 4

Control Activities
4.01 Control activities are the tools used by an entity to mitigate risks and consist of policies
and procedures established by management. The fact that control activities are linked to risk is
important, as they should not exist simply for their own sake or because competitors believe they
are necessary. Furthermore, control activities that effectively mitigate risks lead to an efficient
system of internal control.

Principle 10: The Organization Selects and Develops Control
Activities That Contribute to the Mitigation of Risks and to the
Achievement of Objectives to Acceptable Levels
4.02 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Integrate with risk assessment. Control activities help ensure that risk responses that
address and mitigate risks are carried out.

•

Consider entity-specific factors. Management considers how the environment, complexity, nature, and scope of its operations, as well as the specific characteristics of its
organization, affect the selection and development of control activities.

•

Determine relevant business processes. Management determines which relevant business processes require control activities.

•

Evaluate a mix of control activity types. Control activities include a range and variety
of controls and may include a balance of approaches to mitigate risks, considering both
manual and automated controls, and preventive and detective controls.

•

Consider at what level activities are applied. Management considers control activities
at various levels in the entity.

•

Address segregation of duties. Management separates incompatible duties and, where
such segregation is not practical, management selects and develops alternative control
activities.

Integration With Risk Assessment
4.03 As previously mentioned, control activities should be aligned with the entity’s risk
assessment because they directly relate to identified risks that management has chosen to reduce
(if management chooses to accept or avoid a risk, then control activities are usually not needed).
Specifically, control activities are used to ensure that responses to assessed risks are executed
properly and in a timely manner.
4.04 For example, if management has a combined reporting and compliance objective to
report accurate payroll information, then the risk is that information may not be accurate. A
possible control activity that responds to that risk would be implementing automated controls
to limit access to the employee master files in the payroll processing application to authorized
users.
Note: The control activity in this example is not sufficient in itself to reduce the risk to an
acceptable level because many things can affect the accuracy of payroll information. Accordingly,
other control activities are needed to compensate for this control activity achieving the objective
of reporting accurate payroll information.

Entity-Specific Factors
4.05 There is no one size fits all solution to control activities. Because entities operate in
a myriad of different circumstances, the control activities needed to mitigate risks to operating,
reporting, and compliance objectives will vary tremendously. For example, control activities
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needed at an entity with a corporate office and several retail stores are likely different from
activities that are needed at an entity with one location with a few departments.

Business Process Control Activities
4.06 All entities have business processes and, depending on the circumstances, often
categorize them into departments such as payroll, purchasing, accounting, or sales. A common
way to manage business processes and the related risks is to group them based on information.
For example, the information needed for various payroll activities will have similar and common
data sets, but will be completely different than information used in production.
4.07 Because information is commonly used in performing control activities, the quality of
the information is an important consideration. When designing and performing control activities,
the underlying information should be evaluated based on completeness, accuracy, and validity
(information-processing objectives), which are defined in the framework as follows:

•
•
•

Completeness. Transactions that occur are recorded.
Accuracy. Transactions are recorded at the correct amount in the right account (and
on a timely basis) at each stage of processing.
Validity. Recorded transactions represent economic events that actually occurred and
were executed according to prescribed procedures.

Management that makes sound decisions based on up-to-date and credible information is
fundamental to operating a business. When appropriate control activities for business processes
are implemented and the information used by management is accurate, complete, and valid, then
the chances for making better business decisions are increased.

Transaction Control Activities
4.08 Control activities that directly support management’s response to transaction-level
risks are called application controls or transaction controls. In order to address transaction-level
risks, management can implement several types of control activities which may include the
following (as defined in the framework):

•

Authorizations and approvals. These controls affirm that a transaction is valid and are
typically performed by a higher level of management (for example, management’s
advance approval for a bank to initiate a wire transfer).

•

Controls over master files. These are primarily automated controls to secure master
files such as sales price master files, vendor master files, or employee master files. This
information is needed because it is used as the basis to support higher level information processing and other control activities. Furthermore, these controls include
control activities over the processes to populate, update, and maintain the accuracy,
completeness, and validity of the master files.

•

Physical controls. These controls include physically securing an asset (for example, in
locked or guarded storage areas with access limited to authorized personnel) as well
as periodically counting the assets and comparing them to amounts on control records.

•

Reconciliations. In reconciliation controls, two or more items are compared and, if
differences are identified, action is taken to bring the items into agreement. A common
example is the comparison of a vendor statement to the transactions recorded in the
accounts payable subledger to identify any unrecorded payables or missing payments.

•

Supervisory controls. These controls assess whether other transaction control activities
are being performed completely, accurately, and according to policies and procedures.
Management normally uses judgment to select and develop supervisory controls over
higher risk transactions. The executive review of canceled checks, provided directly by
the bank, for unusual signatures is an example of a supervisory control.

•

Verifications. Comparison of two or more items with each other, or comparing an item
with a policy, is a verification control activity. When results are inconsistent, then
follow-up action is taken. An example is the comparison of an employee’s pay rate
against the employee master file.

4.09 Control activities are performed at all levels of the entity and can vary widely
depending on the business process or technology environment. In order to understand which
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control activities may be most appropriate for a process and its related risks, the following
definitions are important:
automated control. A control activity mostly or wholly performed through technology (for
example, automated control functions programmed into computer software).
detective control. A control designed to discover an unintended event or result after the
initial processing has occurred, but before the ultimate objective has concluded.
manual control. A control performed manually, not through technology.
preventive control. A control designed to avoid an unintended event or result at the time
of initial occurrence.
The following table illustrates these control activity definitions.
Control Type

Example

Preventive and Automated

An employee enters an invalid password and is denied
access to a computer workstation.

Detective and Automated

The IT system prepares a log of invalid password attempts
and sends the log to an IT manager for review or followup.

Preventive and Manual

Checks are not valid until signed by the CFO.

Detective and Manual

The CFO inspects the canceled check images in the bank
statement for unusual signatures and takes action when
exceptions are identified.

4.10 As noted previously, control activities can be either preventive or detective, and entities
usually implement both when designing a system of internal control. The major difference is the
timing of when the control activity occurs. Regardless of whether a control activity is preventive
or detective, the critical part is the action taken to avoid or correct the unintended event or result.
4.11 Depending on the availability of technology, most entities provide a mix of manual and
automated controls. Automated controls tend to be more reliable because they are less susceptible
to human judgment and error and are typically more efficient. If technology is integral to an
entity’s processes or operations, then automated controls are especially important to maintaining
an effective system of internal control.
4.12 Automated controls can also be very helpful to management when designing controls
that operate at the necessary level of precision. Management should consider precision when
designing control activities in order to have a balanced system of internal control that is both
effective and efficient. For example, management has an objective to ensure all paid overtime
represents overtime hours worked and approved by supervisors (validity), and total overtime has
an accuracy threshold of $50,000 for the year. A control activity for this objective could be the
review of the payroll register by the payroll manager when total overtime exceeds $5,000. The
manager would then determine if such overtime was properly approved by a supervisor. (Note:
Although this is a detective and manual control with a $5,000 accuracy limit per payroll batch
processed, there is a risk the total overtime not investigated may exceed $50,000 because any
payroll registers with less than $5,000 overtime will not be investigated.) However, another
control activity for this objective could be the time entry system that is designed so that all
overtime entries require approval by a supervisor before the payroll system can process the
overtime pay (a preventive automated control coupled with a preventive manual approval control
that allows management to ensure 100 percent precision in processing valid overtime). Thus, the
latter type of control is more effective and efficient.
4.13 Another consideration when designing control activities is the use of technology to
identify fraud. Businesses can leverage technology to compare the data in separate master files
in order to identify any matching information. For example, a small business can use a
spreadsheet application to compare the mailing addresses in the vendor master file and the
mailing addresses in the employee master file. This procedure might identify payments to a
vendor that would be mailed to an employee’s address (a common fraud scheme).
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Segregating Duties
4.14 When designing a system of internal control, management should consider whether
roles and responsibilities are assigned among different people in order to reduce the risk of errors
and fraud. The segregation of duties reduces errors because having more than one person
performing or reviewing transactions in a process will increase the likelihood of error identification. Segregation of duties also reduces fraud risks because it minimizes the possibility that
one person acting alone can commit (but cannot absolutely prevent fraud). This is particularly
important when designing controls to mitigate the risk of management override because
segregating duties could significantly increase the efforts needed for management to override
internal control (versus one or a few individuals involved in the processes that are overridden).
4.15 Sometimes segregation of duties is not practical, cost effective, or feasible for smaller
entities because they lack sufficient resources to achieve ideal segregation, and the cost of hiring
additional staff may be prohibitive. In these situations, management institutes compensating
control activities, which usually involves an employee independent of the process performing a
supervisory control. For example, an entity that cannot afford to hire both a controller and a
payroll manager assigns the controller responsibility for both functions. To improve the segregation of duties related to the controller’s pay and others in the accounting function, the chief
executive officer reviews the applicable information in the payroll register and investigates any
changes or unusual activity.

Principle 11: The Organization Selects and Develops General Control
Activities Over Technology to Support the Achievement of Objectives
4.16 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Determine dependency between the use of technology in business processes and technology general controls (TGCs). Management understands and determines the dependency and linkage between business processes, automated control activities, and TGCs.

•

Establish relevant technology infrastructure control activities. Management selects and
develops control activities over technology infrastructure, which are designed and
implemented to help ensure the completeness, accuracy, and availability of technology
processing.

•

Establish relevant security management process control activities. Management selects
and develops control activities that are designed and implemented to restrict technology access rights to authorized users commensurate with their job responsibilities
and to protect the entity’s assets from external threats.

•

Establish relevant technology acquisition, development, and maintenance process control activities. Management selects and develops control activities over the acquisition,
development, and maintenance of technology and its infrastructure to achieve management’s objectives.

Dependency Between the Use of Technology in Business Processes and TGCs
4.17 Management’s use of information to make informed decisions is predicated on the
reliability of technology to provide accurate, complete, and valid information. In order for an
entity’s system of technology (including its automated controls) to provide such high quality
information, TGCs must be present and functioning properly. Without TGCs, the automated
controls cannot be implemented (or updated over time), and management cannot rely on
information generated from these technologies.

Technology General Controls
4.18 The framework defines TGCs as “control activities that help ensure the continued,
proper operation of technology. They include controls over the technology infrastructure, security
management, and technology acquisition, development, and maintenance.”
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4.19 TGCs are the foundation of this principle and apply to all technology including servers,
desktop computers, tablet computers, wireless networks, and operations technology (manufacturing systems). Also, TGCs may include both automated and manual controls. For example, an
automated TGC may be the software update that a server automatically performs to download
any new software patches, but a manual TGC may include the IT manager’s approval prior to
the installation of the software update file.
4.20 An important distinction is TGCs are not the same as application controls. TGCs can
be pervasive to all components of internal control, whereas application controls are primarily
used as control activities. For example, updating the operating system on a desktop computer is
a TGC, but accurate processing of financial information using software on that same computer
is an application control. Another example of a TGC is requiring a password to access an e-mail
account; however, performing spell check before sending an e-mail is an application control.
4.21 As mentioned in the preceding paragraphs, the three categories within TGCs include
the following:

•

Technology infrastructure. Technology requires an infrastructure in which to operate,
which includes not only the data connections between technology devices, but also the
resources needed for technology devices (for example, power, Internet connections,
routers, and cables). With technological advances, an entity’s technology infrastructure
may become increasingly complex and present risks that need to be understood and
addressed.
Many entities now use location-independent technology services such as cloud computing and offsite data storage for business processes and, when performing the risk
assessment process, management needs to fully understand how both technology and
the outsourced service providers affect the entity. Also, many entities have evolved
from using wired networks to wireless networks, and management needs to understand and assess the effect of this change in connectivity on its control activities.
These technology infrastructure changes may enhance the entity’s internal control
structure (for example, offsite data storage may be in a location that has more physical
access security controls and redundant back-up options than a server in the entity’s
office) or introduce new security risks (such as more availability for inappropriate
external access to a wireless network than a wired network). It is important for
management to evaluate all of these effects on its internal control structure.

•

Security management processes. Security management includes control activities over
access to an entity’s technology and information, whether accessed by people, other
technologies, or outsourced service providers. Such control activities generally cover
access rights at the data, application, operating system, network, and physical layers.
The following table provides examples of security management controls at each of
these layers.

Security Control Layer

Example

Data

Access to employee master files is limited to authorized
personnel.

Application

Users of the financial reporting software each have unique
rights to view, edit, and generate transactions.

Operating System

Users are required to change passwords every 90 days.

Network

Updates are downloaded automatically to the server but
installation of the updates requires authorization by
qualified IT personnel.

Physical

The server room is locked and access is limited to
authorized IT personnel.
Access controls protect an entity from inappropriate access and unauthorized use of
the system and support segregation of duties. By preventing unauthorized use and
changes to the system, data and program integrity are protected from malicious intent
or simple error.
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Security threats can come from both internal and external sources. The external threat
is particularly important for entities that depend on networks and the Internet.
Internal threats may come from former or disgruntled employees who pose unique
risks because they may be motivated to harm the entity and have necessary access and
knowledge of the entity’s security management systems and processes.
As highlighted in the preceding examples, user access is generally controlled through
verification control activities (login and password requests) so that only authorized
users on an approved list can access the technology. In order to have appropriate
segregation of duties, user rights should be limited to those commensurate with their
job responsibilities.

•

Technology acquisition, development, and maintenance processes. The entity should
have a “change management process” to ensure that appropriate control is maintained
over the acquisition, development, and maintenance of technologies. This is especially
significant for entities that have in-house software development.
For smaller entities that use off-the-shelf hardware and software, the change management process is relatively straightforward (because the acquisition is simple and
there is no in-house development). Also, the risk related to maintenance processes for
technology is minimized because technology vendors often provide flexible, integrated
systems with built-in controls over maintenance, such as automated software updates.
An alternative to maintaining change management controls in-house is to outsource
this technology function. For example, outsourcing the change management process
necessitates using systems which are developed by vendors, maintained on the
Internet, and accessible to the entity through off-the-shelf computers (payroll processing or hosted e-mail exchange services). However, outsourcing presents unique risks
and, depending on the complexity of the technology involved, may require selecting and
developing additional controls over the accuracy, completeness, and validity of information transmitted to and from the outsourced service provider. For example, a small
business may be using several different applications on its existing operating system.
Even if there is an update to the operating system that’s installed by an outsourced
service provider, management should understand if that update will result in any
software conflicts prior to installing the update.

Principle 12: The Organization Deploys Control Activities Through
Policies That Establish What Is Expected and Procedures That Put
Policies Into Place
4.22 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

4.22

•

Establish policies and procedures to support deployment of management’s directives.
Management establishes control activities that are built into business processes and
employees’ daily activities through policies establishing what is expected and relevant
procedures specifying actions.

•

Establish responsibility and accountability for executing policies and procedures.
Management establishes responsibility and accountability for control activities with
management (or other designated personnel) of the business unit or function in which
the relevant risks reside.

•

Perform in a timely manner. Responsible personnel perform control activities in a
timely manner as defined by the policies and procedures.

•

Take corrective action. Responsible personnel investigate and act on matters identified
as a result of executing control activities.

•

Perform using competent personnel. Competent personnel with sufficient authority
perform control activities with diligence and continuing focus.

•

Reassess policies and procedures. Management periodically reviews control activities
to determine their continued relevance and refreshes them when necessary.
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Policies and Procedures
4.23 As described in chapter 2, “Control Environment,” policies reflect management’s (or the
owner-manager’s) statement of what should be done to affect control and what can be documented (verbally or implied) through management’s actions and decisions. Unwritten policies
can be effective when the policy is a long-standing and well-understood practice, and in smaller
businesses when communication channels involve few management layers and close interaction
with, and supervision of, personnel. Regardless of form, policies and procedures must establish
clear responsibility and accountability for control activities, which ultimately reside with
management.

Competence
4.24 A well-designed control activity generally cannot be performed without competent
personnel. The level of competency required to perform a control activity varies depending on
factors such as its complexity and volume of the underlying transactions. For example, an
entry-level accounting clerk that is assigned to review complex calculations may not perform the
task competently, which results in an ineffective control activity.
4.25 Furthermore, a control activity will be ineffective if it is performed without due care
or consideration of the risks to which the policy is directed. For example, if a supervisor reviews
work performed by subordinates on a daily basis, there is an increased likelihood the supervisor’s
review will become rote. Without focus on the relevance and purpose of the control, the control
activity becomes less effective in reducing the risk.

Periodic Reassessment
4.26 In addition to changes in the entity’s objectives and risks, changes in people, process,
and technology may reduce the effectiveness of control activities or make some control activities
redundant. When one of these changes occurs, management should reassess the relevance of the
existing controls and refresh them when necessary.
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Information and Communication
5.01 The information and communication component of the framework supports the functioning of all components of internal control. This component supports the achievement of the
entity’s objectives in conjunction with the other framework components because controls within
this component help to provide relevant, quality information to support all other components of
internal control.
5.02 For purposes of the framework, information and communication are defined as follows:
communication. The sharing of information used in designing, implementing, or conducting internal control or in assessing its effectiveness.
information. The data that is combined and summarized based on relevance to information
requirements.
Information and communication work together so that relevant and quality information is shared
internally and externally. Management communicates information internally to enable personnel
to understand the entity’s objectives and the importance of their control responsibilities.
Management communicates information externally about regulatory and other matters relevant
to the functioning of internal control.

Principle 13: The Organization Obtains or Generates and Uses
Relevant, Quality Information to Support the Functioning of Internal
Control
5.03 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Identify information requirements. A process is in place to identify the information
required and expected to support the functioning of the other components of internal
control and the achievement of the entity’s objectives.

•

Capture internal and external sources of data. Information systems capture internal
and external sources of data.

•

Process relevant data into information. Information systems process and transform
relevant data into information.

•

Maintain quality throughout processing. Information systems produce information
that is timely, current, accurate, complete, accessible, protected, and verifiable and
retained. Information is reviewed to assess its relevance in supporting the internal
control components.

•

Consider costs and benefits. The nature, quantity, and precision of information communicated are commensurate with and support the achievement of objectives.

Information Requirements
5.04 Once the entity has identified internal control objectives based on board (or ownermanager) and senior management activities, it should develop a process to determine the
information required to support those objectives. At that point, the relevant information requirements should be summarized such that others can understand the objectives and their role
in their achievement.
5.05 For example, nonsenior management personnel in smaller businesses may understand
their job duties but not understand how those duties relate to internal control (which often
increases the risk of not achieving the entity’s objectives). To improve the employees’ understanding of the entity’s objectives, management may provide employees with a clear narrative
document that summarizes the objectives as well as pertinent financial information and relevant
performance metrics on a monthly or quarterly basis.
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5.06 Obtaining relevant information requires management to identify and define information requirements at the relevant level and requisite specificity. Management should have
controls relating to the identification of relevant information that support the other components.
The following table provides examples that illustrate how information in support of the
functioning of other components of internal control is identified and defined.
Internal Control
Component

Example of Information Used

Control Environment

To identify weaknesses in the control environment,
management conducts an employee survey to evaluate their
knowledge of the entity’s code of conduct.

Risk Assessment

To assess the risk of noncompliance with data security
standards for the payment card industry, management gathers
information about customer payments using credit cards.

Control Activities

To ensure the entity only pays for goods received, the shipping
documents and related invoices are attached to checks for
review before signing.

Monitoring Activities

To monitor the control that journal entries are reviewed by an
individual other than the preparer, management reviews an IT
report that lists all journal entries where the same employee is
both the preparer and reviewer.

5.07 Finally, a key consideration in establishing an information system that meets the
entity’s needs is the balance between the benefits and costs to obtain and manage information.
This is particularly important for smaller entities where resources may be limited.

Information From Relevant Sources
5.08 In determining useful information relevant to internal controls, management should
consider all data sources, both internal and external, as well as the types of data available. The
following table summarizes examples of internal and external sources and data.
Internal Sources of Data
• Personnel time reporting system
• Reports from manufacturing systems
• Whistle-blower hotline

Internal Data
• Overtime hours incurred
• Units produced per week
• Complaint on manager’s behavior

External Sources of Data
• Data received from outsourced service providers
• Regulatory agencies
• Whistle-blower hotline

External Data
• Payroll reports with accrued vacation
hours
• New reporting requirements
• Claim of bribery

5.09 Management’s analysis of the information data and sources may need to be reperformed if the entity operates in an industry where there is significant change (for example,
rapidly changing competition or technology innovation) or if the entity has changes to its system
of creating or gathering data (such as implementing a new general ledger system or utilizing a
new outsourced service provider). In such circumstances, management should evaluate new
sources and forms of data to improve the entity’s system of internal control.

Processing Data Through Information Systems
5.10 Entities employ information systems to capture and process large amounts of data into
meaningful information, but the volume of information accessible to the entity presents both
opportunities and risks. Greater access to information may enhance internal control, but
increased amounts of data may create additional risks such as data overload (an operating risk)
and data protection (a compliance risk).
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5.11 Also, the processing of the information can be done using manual and automated
processes. When using automated processes, technology-enabled information systems provide
opportunities to enhance the efficiency and accessibility of information to users as well as
enhance technology general controls over information security (specifically, information systems
designed and implemented to restrict access to information solely to those who need it; this
reduces the number of access points which thereby reduces the security risks of information).

Information Quality
5.12 Having information of the proper quality is fundamental for an effective system of
internal control, particularly in today’s environment in which there are abundant sources and
amounts of data as well as sophisticated information systems that can process the data. The first
step is to ensure the entity is using quality data and sources, as this will be the basis for the
information used to manage the entity’s operating, reporting, and compliance objectives. Inaccurate or incomplete data or data derived from inaccurate sources, and the information derived
from such data, could result in potentially erroneous decisions by management.
5.13 The following characteristics should be used by management to evaluate the quality
of information:

•
•
•
•
•

Accessible. The information is easy to obtain by those who need it.
Correct. The underlying data is accurate and complete.
Current. The data gathered is from current sources and is gathered at the frequency
needed.
Protected. Access to sensitive information is restricted to authorized personnel.
Retained. Information is available over an extended period of time to support inquiries
and inspections by external parties.

•

Sufficient. There is enough information at the right level of detail relevant to information requirements. Extraneous data is eliminated to avoid inefficiency, misuse, or
misinterpretation.

•
•

Timely. The information is available from the information system when needed.

•

Valid. Information is obtained from authorized sources, gathered according to prescribed procedures, and represents events that actually occurred.
Verifiable. Information is supported by evidence from the source.

5.14 Also, information that is obtained from outsourced service providers should be subject
to the same internal control expectations. The entity’s controls should support its ability to rely
on such information, including internal control over outsourced service providers such as vendor
due diligence, exercise of right-to-audit clauses, and acquisition of the independent assessment
of the relevant controls at the service provider.

Principle 14: The Organization Internally Communicates Information,
Including Objectives and Responsibilities for Internal Control,
Necessary to Support the Functioning of Internal Control
5.15 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Communicate internal control information. A process is in place to communicate
required information to enable all personnel to understand and carry out their internal
control responsibilities.

•

Communicate with the board of directors. Communication exists between management
and the board of directors (or owners) so that both have the information needed to
fulfill their roles with respect to the entity’s objectives.

•

Provide separate communication lines. Separate communication channels, such as
whistle-blower hotlines, are in place and serve as fail-safe mechanisms to enable
anonymous or confidential communication when normal channels are inoperative or
ineffective.
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•

Select relevant method of communication. The method of communication considers the
timing, audience, and nature of the information.

Internal Control Communication
5.16 Communication of information conveyed across the entity includes internal control
policies and procedures, roles and responsibilities of personnel in performing controls, and
expectations to communicate any matters of internal control significance (for example, instances
of weakness, deterioration, or nonadherence).
5.17 Management uses internal communication to share information about internal control. For example, senior management (or owner-manager) should clearly communicate to all
employees that their internal control responsibilities must be taken seriously. Through communication of objectives, employees understand how their roles, responsibilities, and actions relate
to internal control and the work of others in the entity as well as what is considered acceptable
and unacceptable behavior.

Internal Control Communication With the Board
5.18 In order for the board of directors (or owner-manager) to exercise its oversight role and
responsibility regarding internal control, there must be communications between management
and the board of directors. The frequency of these communications, as well as the level of detail,
must be sufficient to enable the board (or owner-manager) to respond in a timely manner to
indications of ineffective internal control. As part of its oversight duties, the board of directors
(or owner-manager) should also have direct communication and access to employees without
interference from management. For example, the ability for board members to have discussions
with lower-level employees may help the board assess the effectiveness of the entity’s control
environment.

Communication Beyond Normal Channels
5.19 In an effective system of internal control, there should be open two-way lines of
communication so that employees and senior management can share information about internal
control. Employees must believe their supervisors truly want to know about problems and will
deal with them as necessary.
5.20 However, there are situations where normal channels of communication are inoperative or ineffective and separate lines of communication should be used, such as when the
employee’s supervisor is overriding internal controls. In some circumstances, confidential communication is also necessary to maintain an effective system of internal control and separate
lines of communication should be used (a whistle-blower hotline).
5.21 An entity’s information system should include fail-safe mechanisms for anonymous or
confidential communications and, in order for them to be effective, employees must understand
how to use the system and how they will be protected so they will have the confidence to actually
utilize the system. Furthermore, the entity should have procedures requiring all communications
through these separate channels to be assessed, prioritized, and investigated.

Method of Communication
5.22 The entity may use different methods to communicate information related to internal
control. Management’s communication method should consider various factors (for example,
audience, timeliness, cost, and compliance requirements) and can take such forms as
a. e-mail messages;
b. one-on-one discussions;
c. performance evaluations;
d. policies and procedures;
e. website or collaboration site postings; or
f. memorandas.
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For communications that are directly relevant to internal control effectiveness, management
should use written communications to allow for long-term retention.

Principle 15: The Organization Communicates With External Parties
Regarding Matters Affecting the Functioning of Internal Control
5.23 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Communicate to external parties. Processes are in place to communicate relevant and
timely information to external parties, including shareholders, partners, owners,
regulators, customers, financial analysts, and other external parties.

•

Enable inbound communication. Open communication channels allow input from
customers, consumers, suppliers, external auditors, regulators, financial analysts, and
others, providing management and the board of directors (or owner-manager) with
relevant information.

•

Communicate with the board of directors. Relevant information resulting from assessments conducted by external parties is communicated to the board of directors (or
owner-manager).

•

Provide separate communication lines. Separate communication channels, such as
whistle-blower hotlines, are in place and serve as fail-safe mechanisms to enable
anonymous or confidential communication when normal channels are inoperative or
ineffective.

•

Select relevant method of communication. The method of communication considers the
timing, audience, and nature of the communication and legal, regulatory, and fiduciary
requirements and expectations.

Outbound Communication
5.24 The entity should design and implement controls regarding external communications
so management can identify matters that may impact the entity’s objectives. This includes
controls over information shared with external parties as well as the dissemination of that
information internally. For example, a small business which engages a social media marketing
firm should have controls over using this new outsourced service provider, including review of
the service contract, sharing the entity’s expectations for ethics and performance with the service
provider, and adding the service provider to the entity’s payables system.

Inbound Communication to Management and the Board
5.25 Communications from external parties may also provide information regarding the
entity’s internal control system, such as

•

an independent auditor’s assessment of internal controls at an outsourced service
provider (that is, service organization control [SOC] reports®) related to the entity’s
objectives.

•

an independent auditor’s assessment of internal control over financial or nonfinancial
reporting of the entity.

•

customer feedback related to product quality, improper charges, and missing or
erroneous receipts.

•
•
•

vendor questions related to timely or missing payments for goods sold.
new or changed laws, rules, regulations, standards, and other requirements of standardand rule-setting bodies.
feedback from regulators based on review of the entity (such as inspections by bank
regulators or examinations by tax authorities that identify changes to amounts
reported in tax filings by the entity).

5.26 The entity should have strong controls over communication with outsourced service
providers because the interdependence of business processes between the entity and outsourced
service providers can blur the lines of responsibility. Communicating with outsourced service
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providers responsible for activities supporting the entity’s objectives may facilitate the risk
assessment process, the over sight of business activities, decision making, and the identification
of responsibility for internal control throughout the process regardless of where activities occur.
For example, management should communicate a requirement to the outsourced service provider
to provide SOC reports as soon as they are available to assist the entity in evaluating the
effectiveness of relevant internal controls at the outsourced service providers.
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Chapter 6

Monitoring Activities
6.01 In order to assess the effectiveness of each component of internal control and relevant
principles (that is, whether the component and principle are present, functioning, or if change
is needed), the entity uses two monitoring processes. In the first monitoring process, the entity
evaluates its system of internal control for deficiencies. If deficiencies are identified, the entity
corrects those deficiencies during the second monitoring process.
Control Activities Versus Monitoring Activities: When distinguishing between a
control activity and monitoring activity, entities need to consider underlying details of the
activity (especially when the activity involves some level of supervisory review) and some
judgment may be necessary. In simple terms, a control activity is a response to a specific
risk and a monitoring activity assesses whether each of the five components of internal
control and relevant principles is present and functioning.

Principle 16: The Entity Selects, Develops, and Performs Ongoing
and/or Separate Evaluations to Ascertain Whether the Components
of Internal Control Are Present and Functioning
6.02 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•

Consider a mix of ongoing and separate evaluations. Management includes a balance
of ongoing and separate evaluations.

•

Consider rate of change. Management considers the rate of change in business and
business processes when selecting and developing ongoing and separate evaluations.

•

Establish baseline understanding. The design and current state of an internal control
system are used to establish a baseline for ongoing and separate evaluations.

•

Use knowledgeable personnel. Evaluators performing ongoing and separate evaluations have sufficient knowledge to understand what is being evaluated.

•

Integrate with business processes. Ongoing evaluations are built into the business
processes and adjust to changing conditions.

•

Adjust scope and frequency. Management varies the scope and frequency of separate
evaluations depending on risk.

•

Objectively evaluate. Separate evaluations are performed periodically to provide objective feedback.

6.03 Monitoring can be done in two ways: through ongoing evaluations or separate evaluations, or some combination of the two. Ongoing evaluations are built into routine business
processes and are performed on a real-time basis by management personnel. Separate evaluations are conducted periodically by objective management personnel and external parties, or both
(for example, independent auditors and regulators).
6.04 Although some entities are not required to do so, management commonly uses a mix
of monitoring activities that includes both ongoing and separate evaluations to determine
whether each of the components of internal control is present and operating effectively. The best
mix of ongoing and separate evaluations will depend on the entity’s operations, changes in
internal and external factors, and the associated risks.
6.05 In order for management to evaluate the effectiveness of internal control, management
must first understand the current state of the entity’s internal control system. This baseline
understanding can then be used as part of ongoing and separate evaluations. If an entity does
not have a baseline understanding in areas with high risk, then it may need to perform a separate
evaluation of those areas to establish the baseline.
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Ongoing Evaluations
6.06 Ongoing evaluations are usually performed by managers because they have sufficient
knowledge to understand what is being evaluated, giving thoughtful consideration to implications of information they receive.
6.07 In addition to supporting control activities, entities frequently use technology to
monitor the components of internal control. Once programmed and tested, automated monitoring
activities allow management to perform an efficient review of large amounts of data at a low cost.
6.08 For example, an entity may use software to review all vendor payments to identify
different vendor names using the same address (a common fraud scheme). Suspicious payments
are investigated to determine the cause and control deficiency, if any.

Separate Evaluations
6.09 Separate evaluations are generally not part of basic operations of most entities but can
be useful in taking a fresh look at whether the components of internal control are present and
functioning. Such evaluations include observations, inquiries, reviews, and other examinations
to determine whether controls are designed, implemented, and operating effectively.
6.10 Separate evaluations may vary in scope and frequency depending on the significance
of risks, risk responses, and results of ongoing evaluations. Higher priority risks and responses
should be evaluated often in greater depth and, perhaps more often, than lower priority risks.
6.11 Personnel who perform separate evaluations need to understand what is being
evaluated and be knowledgeable about the entity’s activities and how the monitoring activities
function. Separate evaluations are conducted periodically by independent managers, employees,
and external parties to provide feedback with greater objectivity.
6.12 Because smaller entities typically lack an internal audit function, management may
use other internal or external objective reviewers, such as compliance officers, operations
specialists, IT security specialists, or consultants to perform monitoring activities. An entity may
use personnel from different functional areas to evaluate components of internal control. For
example, an entity also may use experienced personnel in the accounting department to evaluate
the operations department.
6.13 As discussed in previous chapters, entities often use outsourced service providers for
services such as warehousing, Internet hosting, and retirement plan administration. In such
cases, the entity must understand the activities and controls associated with the outsourced
services and how the service provider’s internal control system affects the entity’s system of
internal control. A common approach for smaller entities using outsourced service providers is
to review a type 2 service organization controls (or SOC) 1 report for the following matters:

•

The content of the assertions and attestations in the report (how the service provider’s
controls interact with the entity’s controls)

•
•

The tests and results of the service provider’s controls (their adequacy for the entity)

•

The period of time covered by the report (as it relates to the period of coverage needed
by the entity)
The controls identified by the service provider’s auditor that should be operating at the
user entity

Principle 17: The Organization Evaluates and Communicates Internal
Control Deficiencies in a Timely Manner to Those Parties Responsible
for Taking Corrective Action, Including Senior Management and the
Board of Directors, as Appropriate
6.14 The following points of focus underscore the important characteristics of this principle
and should assist small business management in determining whether the principle is present
and functioning effectively:

•
6.06

Assess results. Management and the board of directors (or owner-manager), as appropriate, assess results of ongoing and separate evaluations.
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•

Communicate deficiencies. Deficiencies are communicated to parties responsible for
taking corrective action and to senior management and the board of directors (or
owner-manager), as appropriate.

•

Monitor corrective actions. Management tracks whether deficiencies are remediated on
a timely basis.

Assess Results
6.15 After completing the ongoing or separate evaluation, management may identify
matters requiring attention, including an internal control deficiency (a potential or real shortcoming, in some aspect of the system of internal control, that has the potential to adversely affect
the ability of the entity to achieve its objectives). Additionally, management may identify
opportunities to improve the entity’s internal control system.

Communicating Internal Control Deficiencies
6.16 For remediation purposes, internal control deficiencies should be communicated on a
timely basis to the proper parties. The nature of matters to be communicated varies depending
on how the deficiency is evaluated against appropriate criteria, individuals’ authority to deal
with circumstances that arise, and the oversight activities of superiors. After deficiencies are
identified and evaluated, management should track whether remediation efforts are conducted
on a timely basis.
6.17 Deficiencies should be reported at a sufficiently high level to drive appropriate action.
For example, if the board of directors has no independent directors, the deficiencies would be
reported to the full board (typical in smaller entities).
6.18 Finally, the entity should consider whether a deficiency affects a compliance objective.
Deficiencies may need to be reported externally depending on the type of entity and the
regulatory, industry, or other compliance requirements. For example, a significant internal
control deficiency at a not-for-profit entity may need to be reported to government agencies if the
entity receives government funds.
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Chapter 7

Understanding the Entity and Its Environment
7.01 As stated in paragraph .03 of AU-C section 315, Understanding the Entity and Its
Environment and Assessing the Risks of Material Misstatement (AICPA, Professional Standards),
the objective of the auditor is to identify and assess the risks of material misstatement, whether
due to fraud or error, at the financial statement and relevant assertion levels through understanding the entity and its environment, including the entity’s internal control, thereby providing
a basis for designing and implementing responses to assessed risks of material misstatement.
7.02 The COSO framework and an entity’s system of internal control directly relate to the
information needed to assess risks in the performance of an audit engagement, including those
of smaller businesses. Although details of an entity’s system of internal control are important to
an audit, not all aspects will be relevant to the auditor; the nature of an audit engagement is
focused on obtaining reasonable assurance about whether the financial statements as a whole
are free from material misstatement, whether due to fraud or error, thereby enabling the auditor
to express an opinion on whether the financial statements are presented fairly, in all material
respects, in accordance with an applicable financial reporting framework rather than to express
an opinion on the effectiveness of the entity’s internal control. Because of this focus, auditors
typically focus their understanding of the entity’s internal control in achieving its identified
reporting objectives, with less focus on controls supporting its operations and compliance
objectives.

Risk Assessment Procedures and Related Activities
7.03 The auditor should perform risk assessment procedures to provide a basis for the
identification and assessment of risks of material misstatement at the financial statement and
relevant assertion levels (but risk assessment procedures by themselves do not provide sufficient
appropriate audit evidence on which to base the audit opinion). The risk assessment procedures
should include the following:

•

Inquiries of management and others within the entity who, in the auditor’s professional judgment, may have information that will likely assist in identifying risks of
material misstatement due to fraud or error

•
•

Analytical procedures
Observation and inspection

Small Business Audits: The auditor may only be able to perform inquiries of the
owner-manager and possibly a few other key individuals within the business. In such
circumstances, it’s helpful to perform specific inquiries of the owner-manager to understand where he or she focuses efforts in managing the business, because this may indicate
risk areas that are relevant to the audit engagement.
7.04 As a starting point for the risk assessment procedures, the auditor should obtain an
understanding of the entity and its environment. Obtaining this, including the entity’s internal
control relevant to the audit, is a continuous, dynamic process of gathering, updating, and
analyzing information throughout the audit. The understanding of the entity establishes a frame
of reference within which the auditor exercises professional judgment to plan and perform the
audit when, for example

•
•
•
•

assessing risks of material misstatement of the financial statements;
identifying areas for which special audit consideration may be necessary;
responding to the assessed risks of material misstatement, including designing and
performing further audit procedures to obtain sufficient appropriate audit evidence;
and
evaluating the sufficiency and appropriateness of audit evidence obtained, such as the
appropriateness of assumptions and management’s oral and written representations.
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7.05 Analytical procedures performed as risk assessment procedures may identify aspects
of the entity of which the auditor was unaware and may enhance the auditor’s understanding
of the entity’s business.
Small Business Audits: Some smaller entities may not have interim or monthly
financial information available for analytical procedures in performing risk assessment
procedures (and increasing the auditor’s understanding of the entity and its environment).
This may be due to limited resources that maintain cash payments and receipts processing
throughout the year, but only focus on producing complete financial statements (with
necessary accrual or cutoff adjustments) on an annual basis. In these circumstances,
although the auditor may be able to perform limited analytical procedures for purposes of
planning the audit or obtain some information through inquiry, the auditor may need to
perform analytical procedures to identify and assess the risks of material misstatements
when an early draft of the entity’s annual financial statements is available.
7.06 As previously noted, observation and inspection may provide information about the
entity and its environment. The following table compares examples of observation and inspection
procedures related to risk assessment provided in AU-C section 315 and how each relates to the
framework.

AU-C Section 315 Examples
Documents, records, and internal control manuals
• Example: Business plans and strategies

COSO Framework
Components
Control Environment
Risk Assessment
Control Activities
Information and Communication

Reports prepared by management
• Example: Quarterly management reports and
interim financial statements

Control Activities
Information and Communication
Monitoring Activities

Reports prepared by those charged with governance
• Example: Minutes of board of directors’ meetings

Control Environment
Risk Assessment
Control Activities
Monitoring Activities

Note: Each of these examples may pertain to operations, reporting, and compliance objectives or
pertain to multiple objectives. For example, interim financial statements can provide information
to meet reporting and compliance objectives.
7.07 The auditor’s previous experience with the entity and audit procedures performed in
previous audits may provide information about the nature of the entity, its environment, and its
system of internal control (including deficiencies in internal control).
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Small Business Audits: For recurring audit engagements, the auditor may have
identified control deficiencies in prior audit engagements that have not been remediated
by the entity; this is often due to resource constraints. The auditor should obtain an
understanding from the owner-manager regarding the rationale for the continuing control
deficiencies and then determine how these may result in risks that affect the current year
audit engagement.

Understanding the Entity and Its Environment
7.08 Paragraph .12 of AU-C section 315 states that the auditor should obtain an understanding of the following:
a. Relevant industry, regulatory, and other external factors, including the applicable
financial reporting framework.
b. The nature of the entity, including
i. its operations;
ii. its ownership and governance structures;
iii. the types of investments that the entity is making and plans to make, including
investments in entities formed to accomplish specific objectives; and
iv. the way that the entity is structured and how it is financed,
to enable the auditor to understand the classes of transactions, account balances, and
disclosures to be expected in the financial statements.
c. The entity’s selection and application of accounting policies, including the reasons for
changes thereto. The auditor should evaluate whether the entity’s accounting policies
are appropriate for its business and consistent with the applicable financial reporting
framework and accounting policies used in the relevant industry.
d. The entity’s objectives and strategies and those related business risks that may result
in risks of material misstatement.
e. The measurement and review of the entity’s financial performance.

Relevant Industry Factors
7.09 Relevant industry factors include industry conditions such as competitive environment, supplier and customer relationships, and technological developments. In regards to the
framework, these industry factors can relate to operations objectives and link to internal control
components such as risk assessment (evaluating the risk of technological developments) information and communication (obtaining quality information about changes in customer demands).

Relevant Regulatory Factors
7.10 Relevant regulatory factors include the regulatory environment which encompasses,
among other matters, the applicable financial reporting framework and the legal environment.
In the context of the framework, these regulatory factors can relate to operations, reporting, and
compliance objectives and link to internal control components such as risk assessment (evaluating the risk of noncompliance with regulations) and control activities (ensuring compliance
with regulations).

Nature of the Entity
7.11 An understanding of the nature of an entity enables the auditor to understand matters
such as whether the entity has a complex structure (for example, subsidiaries or multiple
locations). Complex structures often introduce risks that may increase the likelihood of material
misstatement.
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7.12 Regarding the relevant industry and regulatory factors, there is a close alignment
between the generally accepted auditing standards (GAAS) and the framework. As stated in
paragraphs .A29–.A32 of AU-C section 315, the entity conducts its business in the context of
industry, regulatory, and other internal and external factors. To respond to these factors, the
entity’s management or those charged with governance define objectives, which are the overall
plans for the entity. Strategies are the approaches by which management intends to achieve its
objectives. The entity’s objectives and strategies may change over time.
7.13 Business risk is broader than the risk of material misstatement of the financial
statements, though it includes the latter. Business risk may arise from change or complexity. A
failure to recognize the need for change also may give rise to business risk. Business risk may
arise, for example, from

•
•
•

the development of new products or services that may fail;
a market that, even if successfully developed, is inadequate to support a product or
service; or
flaws in a product or service that may result in liabilities and reputational risk.

7.14 An understanding of the business risks facing the entity increases the likelihood of
identifying risks of material misstatement. This is because most business risks will eventually
have financial consequences and, therefore, an effect on the financial statements. However, the
auditor does not have a responsibility to identify or assess all business risks because not all
business risks give rise to risks of material misstatement.
7.15 Examples of matters that the auditor may consider when obtaining an understanding
of the entity’s objectives, strategies, and related business risks which may result in a risk of
material misstatement of the financial statements include

•

industry developments (a potential related business risk might be, for example, that
the entity does not have the personnel or expertise to deal with the changes in the
industry).

•

new products and services (a potential related business risk might be, for example,
product liability is increased).

•

expansion of the business (a potential related business risk might be, for example, that
the demand has not been accurately estimated).

•

new accounting requirements (a potential related business risk might be, for example,
incomplete or improper implementation or a cost increase).

•

regulatory requirements (a potential related business risk might be, for example, that
legal exposure is increased).

•

current and prospective financing requirements (a potential related business risk
might be, for example, financing is lost due to the entity’s inability to meet requirements).

•

use of IT (a potential related business risk might be, for example, systems and
processes are incompatible).

•

the effects of implementing a strategy, particularly any effects that will lead to new
accounting requirements (a potential related business risk might be, for example,
incomplete or improper implementation).

Measurement and Review of the Financial Performance
7.16 Management chooses to measure and review those things they regard as important.
Performance measures, whether external or internal, create pressures on the entity. In turn,
these pressures may motivate management to take action to improve the business performance
or to misstate the financial statements. Accordingly, an understanding of the entity’s performance
measures assists the auditor in considering whether pressures to achieve performance targets
may result in management actions that increase the risks of material misstatement, including
those due to fraud.
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Small Businesses: Often small businesses do not have formal processes to measure
and review financial performance. For example, small manufacturers usually do not update
the bills of materials whenever they experience significant fluctuations in material and
other costs and, consequently, the gross profit on certain products may be misstated. Also,
small businesses may have one or a few employees performing the accounting function,
which rarely can produce quality financial information, that results in management basing
decisions on operating metrics rather than interim financial statements. Inquiry of
management may reveal that management relies on certain key indicators for evaluating
financial performance and taking appropriate action. If such inquiry indicates an absence
of performance measurement or review, an increased risk of undetected misstatements
which are not being corrected may exist.

The Entity’s Internal Control
7.17 An understanding of internal control assists the auditor in identifying the types of
potential misstatements and factors that affect the risks of material misstatement and in
designing the nature, timing, and extent of further audit procedures. Furthermore, paragraphs
.13–.14 of AU-C section 315 state that the auditor should obtain an understanding of internal
control relevant to the audit. Although most controls relevant to the audit are likely to relate to
financial reporting, not all controls that relate to financial reporting are relevant to the audit.
It is a matter of the auditor’s judgment whether a control, individually or in combination with
others, is relevant to the audit.
7.18 When obtaining an understanding of controls that are relevant to the audit, the auditor
should evaluate the design of those controls and determine whether they have been implemented
by performing procedures in addition to inquiry of the entity’s personnel.
7.19 Also, controls relating to operations and compliance objectives may be relevant to an
audit if they relate to data the auditor evaluates or uses in applying audit procedures. For
example, controls pertaining to nonfinancial data that the auditor uses in analytical procedures
(production information), or controls pertaining to detecting noncompliance with laws and
regulations that may have a direct effect on the determination of material amounts and
disclosures in the financial statements (controls over compliance with income tax laws and
regulations used to determine the income tax provision), may be relevant to an audit.
Small Business Audits: Payroll controls are an example of how nonfinancial controls
can affect the audit engagement for smaller businesses. A typical substantive analytical
procedure to test payroll expense is to develop an expectation based on the prior year’s
payroll expense and adjust for increases or decreases in employee headcount. However, the
auditor will likely need to obtain an understanding of the entity’s controls over hiring and
reporting employee changes (specifically new hires and terminations) to the outside payroll
processing service.
7.20 GAAS extend beyond the control activities related to financial reporting to encompass
all elements of internal control relevant to the audit. When obtaining an understanding of
controls that are relevant to the audit, the auditor should evaluate the design of those controls
and determine whether they have been implemented by performing procedures in addition to
inquiry of the entity’s personnel. Paragraphs .15–.18 of AU-C section 315 describes the components of internal control and related procedures as follows.

•

Control environment. The auditor should obtain an understanding of the control
environment. As part of obtaining this understanding, the auditor should evaluate
whether

—

management, with the oversight of those charged with governance, has created
and maintained a culture of honesty and ethical behavior and

—

the strengths in the control environment elements collectively provide an appropriate foundation for the other components of internal control and whether
those other components are not undermined by deficiencies in the control
environment.
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•

Risk assessment. The auditor should obtain an understanding of whether the entity
has a process for

—
—
—
—

identifying business risks relevant to financial reporting objectives,
estimating the significance of the risks,
assessing the likelihood of their occurrence, and
deciding about actions to address those risks.

If the entity has established a risk assessment process, the auditor should obtain an
understanding of it and the results thereof. If the auditor identifies risks of material
misstatement that management failed to identify, the auditor should evaluate whether
an underlying risk existed that the auditor expects would have been identified by the
entity’s risk assessment process. If such a risk exists, the auditor should obtain an
understanding of why that process failed to identify it and evaluate whether the
process is appropriate to its circumstances or determine if a significant deficiency or
material weakness exists in internal control regarding the entity’s risk assessment
process.
If the entity has not established a risk assessment process nor has an ad hoc process,
the auditor should discuss with management whether business risks relevant to
financial reporting objectives have been identified and how they have been addressed.
The auditor should evaluate whether the absence of a documented risk assessment
process is appropriate in the circumstances or determine whether it represents a
significant deficiency or material weakness in the entity’s internal control.
Small Business Audits: It may be common for the owner-manager to explain that the
entity does not have a risk assessment process. As noted in chapter 3, “Risk Assessment,”
most small businesses have an ad-hoc risk assessment process that is performed by the
owner-manager, but the fundamental concepts are still relevant. The owner-manager
identifies the significant objectives for the entity (for operations, reporting, and compliance
activities) and then proactively assesses the significant risks related to those objectives.
This risk assessment process is often performed on a situational basis when deemed
necessary by the owner-manager and is rarely formalized or documented. However, the
informality of the process or lack of documentation should not lead the owner-manager to
conclude that the entity does not have a risk assessment process.

•

Information and communication. The auditor should obtain an understanding of the
business processes relevant to financial reporting, including the following areas:

—

The classes of transactions in the entity’s operations that are significant to the
financial statements.

—

The procedures within both manual and IT systems by which those transactions
are initiated, authorized, recorded, processed, corrected as necessary, transferred
to the general ledger, and reported in the financial statements.

—

The related accounting records supporting information and specific accounts in
the financial statements.

—

How the information system captures events and conditions that are significant
to the financial statements.

—
—

The financial reporting process used to prepare the financial statements.
Controls surrounding journal entries.

The auditor should obtain an understanding of how the entity communicates financial
reporting roles and responsibilities and significant matters relating to financial
reporting including

—
—
•

7.20

communications between management and those charged with governance.
external communications, such as those with regulatory authorities.

Control activities. The auditor should obtain an understanding of control activities
relevant to the audit, which are those control activities the auditor judges it necessary
to understand in order to assess the risks of material misstatement at the assertion
level and design further audit procedures responsive to assessed risks. An audit does
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not require an understanding of all the control activities related to each significant
class of transactions, account balance, and disclosure in the financial statements or to
every assertion relevant to them. However, the auditor should obtain an understanding
of the process of reconciling detailed records to the general ledger for material account
balances.
In understanding the entity’s control activities, the auditor should obtain an understanding of how the entity has responded to risks arising from IT.

•

Monitoring activities. The auditor should obtain an understanding of the major
activities that the entity uses to monitor internal control over financial reporting,
including those related to those control activities relevant to the audit, and how the
entity initiates remedial actions to deficiencies in its controls.
The auditor should obtain an understanding of the sources of the information used in
the entity’s monitoring activities and the basis upon which management considers the
information to be sufficiently reliable for the purpose.

7.21 In applying GAAS, the division of internal control into these five components provides
a useful framework as auditors evaluate how the various aspects of an entity’s internal control
may affect the audit. However, this division does not necessarily reflect how an entity designs,
implements, and maintains internal control or how it classifies any particular component.

Control Environment in Small Businesses
7.22 Audit evidence for elements of the control environment in smaller entities may not be
available in a documented format, as communication between management and personnel may
be informal yet effective. For example, smaller entities may not have a written code of conduct
but may instill a culture that emphasizes the importance of integrity and ethical behavior
through verbal communication and by management’s example. Consequently, the attitudes,
awareness, and actions of management or the owner-manager are of particular importance to the
auditor’s understanding of a smaller entity’s control environment.
7.23 However, the auditor should determine whether the entity has a control environment
that is poorly documented or ineffective. If the entity’s control environment is effective but poorly
documented, then the auditor may be able to document the understanding of the control
environment. If the entity’s control environment is ineffective (for example, if the owner-manager
frequently overrides controls or does not respond to control weaknesses), then this would likely
be identified as a significant risk in the auditor’s risk assessment.

Risk Assessment in Small Businesses
7.24 A small business is unlikely to have established formalized risk assessment process in
place, although the risk assessment process may be integrated with strategic or operations
planning. Typically, management identifies risks through direct personal involvement in the
business. Irrespective of the circumstances, however, inquiry about identified risks and how they
are addressed by management is still important.

Information and Communication in Small Businesses
7.25 Information systems and related business processes relevant to financial reporting in
smaller entities are likely to be less sophisticated than in larger entities, but their role is just
as significant. Smaller entities with active management involvement may not need extensive
descriptions of accounting procedures, sophisticated accounting records, or written policies.
Therefore, obtaining an understanding of the entity’s systems and processes may be easier in an
audit of smaller entities and may be more dependent on inquiry than on document review.
7.26 Likewise, communication may be less structured and more effective in a smaller entity
due to fewer layers of authority and management’s greater visibility and availability.

Control Activities in Small Businesses
7.27 The concepts underlying control activities in smaller entities are likely to be similar
to those in larger entities, but the formality with which they operate may vary. Further, smaller
entities may find that certain types of control activities are not relevant because of controls
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applied by management. For example, management’s sole authority for granting credit to
customers and approving significant purchases can provide strong control over important
account balances and transactions, lessening or removing the need for more detailed control
activities.
7.28 Furthermore, control activities relevant to the audit of a smaller entity are most likely
to pertain to the primary transaction cycles, such as revenues, expenditures, and payroll
expenses.

Monitoring Activities in Small Businesses
7.29 Management’s monitoring of controls is often accomplished by management’s or the
owner-manager’s close involvement in operations. This involvement often will identify significant
variances from expectations and inaccuracies in financial data, leading to remedial action to the
control. Accordingly, there may be little documentation of the monitoring duties performed by
management or the owner-manager, but they may still be occurring and operating effectively.

Identifying and Assessing the Risks of Material Misstatement
7.30 To provide a basis for designing and performing further audit procedures, the auditor
should identify and assess the risks of material misstatement. For this purpose, the auditor
should identify risks throughout the process of obtaining an understanding of the entity and its
environment, including relevant controls that relate to the risks, by considering the classes of
transactions, account balances, and disclosures in the financial statements.
7.31 In making risk assessments, the auditor may identify the controls that are likely to
prevent, or detect and correct, material misstatements in specific assertions. Generally, it is
useful to obtain an understanding of controls and relate them to assertions in the context of the
processes and systems in which they exist because individual control activities often do not
address risks. Often, only multiple control activities, together with other components of internal
control, are sufficient to address a risk.
Small Business Audits: There is limited segregation of duties due to the limited
resources of most small businesses. As it relates to the audit, this may require that a
combination of controls is necessary to address significant risks. For example, if the auditor
identifies a risk related to the cutoff of revenue recognition, the auditor may need to
understand the entity’s controls related to shipping cutoff, including the controls in the
warehouse performed by the shipping clerk as well as the controls in the accounting
department related to sales cutoff (for unusual shipping or other sales terms).
7.32 Some control activities may have a specific effect on an individual assertion embodied
in a particular class of transactions or account balance. For example, the control activities that
an entity established to ensure that its personnel are properly counting and recording the annual
physical inventory relate directly to the existence and completeness assertions for the inventory
account balance.
7.33 Controls can be either directly or indirectly related to an assertion. The more indirect
the relationship, the less effective that control may be in preventing, or detecting and correcting,
misstatements in that assertion. For example, a sales manager’s review of a summary of sales
activity for specific stores by region ordinarily is only indirectly related to the completeness
assertion for sales revenue. Accordingly, it may be less effective in reducing risk for that assertion
than controls more directly related to that assertion, such as matching shipping documents with
billing documents.
7.34 In some cases, management may not have appropriately responded to significant risks
of material misstatement by implementing appropriate controls. Failure by management to
implement such controls may be a significant deficiency or a material weakness. In these
circumstances, the auditor also may consider the implications for the auditor’s risk assessment.
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Documentation
7.35 According to paragraph .33 of AU-C section 315, the auditor should include in the audit
documentation the key elements of the understanding obtained regarding each of the aspects of
the entity and its environment along with each of the internal control components, the sources
of information from which the understanding was obtained, and the risk assessment procedures
performed.
7.36 The manner in which these requirements are documented is based on the auditor’s
professional judgment. For example, in audits of smaller entities, the information may be
incorporated into documentation of the overall strategy and audit plan. Similarly, the results of
the risk assessment may be documented separately, or they may be documented as part of the
auditor’s documentation of further audit procedures. The form and extent of the documentation
is influenced by the nature, size, and complexity of the entity and its internal control, availability
of information from the entity, and the audit methodology and technology used in the course of
the audit.
7.37 For entities that have uncomplicated businesses and processes relevant to financial
reporting, the documentation may be simple and relatively brief. It is not necessary to document
the entirety of the auditor’s understanding of the entity and matters related to it. Key elements
of the understanding documented by the auditor include those on which the auditor based the
assessment of the risks of material misstatement.
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Testing of Internal Control
8.01 As stated in AU-C section 330, Performing Audit Procedures in Response to Assessed
Risks and Evaluating the Audit Evidence Obtained (AICPA, Professional Standards), the
objective of the auditor is to obtain sufficient appropriate audit evidence regarding the assessed
risks of material misstatement through designing and implementing appropriate responses to
those risks.
8.02 The auditor obtains the audit evidence through a combination of substantive procedures and tests of controls,1 the extent of which are based on the auditor’s professional judgment
and understanding of the entity’s system of internal control. Furthermore, effective internal
control generally reduces, but cannot eliminate, the risk of material misstatement. In addition,
tests of controls reduce, but cannot eliminate, the need for substantive procedures. If the auditor
intends to rely on the operating effectiveness of controls in determining the nature, timing, and
extent of substantive procedures, then the auditor is required to obtain audit evidence to
determine whether the controls are operating effectively.
8.03 Although the auditor’s understanding and evaluation of the design and implementation of the entity’s system of internal control is fundamental to performing tests of controls, it
is common that most of these tests are focused on control activities (versus other components of
internal control). Often, the auditor’s risk assessment procedures identify the same risks to
achieving objectives identified by management, and the control activities implemented by
management to reduce those risks are the subject of tests of controls by the auditor.
8.04 Substantive procedures and tests of controls are linked together in the auditor’s
objective to obtain sufficient appropriate audit evidence regarding the assessed risks of material
misstatement. Although the objective of a test of controls is different from the objective of a test
of details, both may be performed concurrently on the same classes of transactions, account
balances, or disclosures. The performance of a test of controls simultaneously with a test of details
is known as a dual purpose test. For example, the auditor may design and evaluate the results
of a test to examine an invoice to determine whether it has been approved and to provide
substantive audit evidence of a transaction. A dual purpose test is designed and evaluated by
considering each purpose of the test separately.
Small Businesses: Depending on the complexity and volume of transactions or other
factors, the auditor may decide not to rely on the operating effectiveness of controls in a
small business audit when determining the nature, timing, and extent of substantive
procedures because the auditor has concluded that substantive procedures alone provide
sufficient appropriate audit evidence at the relevant assertion level. This may be the case
in situations where a small business has not implemented controls or when the documentation of the controls’ operating effectiveness is limited.

1
Paragraph .04 of AU-C section 330, Performing Audit Procedures in Response to Assessed Risks and Evaluating
the Audit Evidence Obtained (AICPA, Professional Standards), defines tests of controls as an audit procedure
designed to evaluate the operating effectiveness of controls in preventing, or detecting and correcting, material
misstatements at the assertion level.
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No Internal Control: Auditors of smaller entities often mistakenly document that an
entity has no internal control, which affects the audit engagement, based on inquiries of
entity personnel. Although this may seem to be a tempting loophole to minimize documentation of internal control and proceed directly to substantive testing, generally
accepted auditing standards (GAAS) require the auditor to understand and evaluate the
design and implementation of an entity’s system of internal control by performing
procedures in addition to inquiry of the entity’s personnel. Smaller businesses may have
less formal internal control structures and little (if any) documentation of control activities.
This can mistakenly be characterized by auditors or management as the entity having no
internal controls. It is necessary for the auditor to inquire and gain an understanding of
how the entity processes financial information to determine whether no controls actually
exist or whether there is an understanding gap regarding controls that are less formalized
or performed directly by the owner-manager. For example, the auditor often relies upon
(and should test) the entity’s control environment, the entity’s controls over recording
(accounting coding and classification), and the owner-manager’s monitoring of financial
results. If the entity truly operates with a system of no internal control, then the auditor’s
ability to obtain sufficient appropriate audit evidence would likely be impaired, which
could result in the issuance of a modified opinion or the disclaimer of an opinion. More
often, auditors in these situations should consider whether the entity’s system of internal
control is operating but not formalized and how that informal system of internal control
affects the planned audit procedures. The auditor may need to perform inquiries in order
to properly document the entity’s system of internal control.

Tests of Controls
8.05 As described in chapter 7, “Understanding the Entity and Its Environment,” the
auditor should obtain an understanding of internal control relevant to the audit and evaluate the
design and implementation of those controls by performing procedures in addition to inquiry of
the entity’s personnel. In many cases, the auditor may mistakenly limit the audit procedures to
inquiries without obtaining any corroborating evidence. The auditor may also mistakenly place
reliance on the entity’s system of internal control based on this understanding and evaluation
of the design and implementation of the controls without testing the operating effectiveness. For
example, auditors may rely on the entity’s control environment to have competent personnel with
knowledge of generally accepted accounting principles (GAAP) based solely on inquiries of
personnel. Auditors then place further reliance on personnel to record transactions in the proper
general ledger accounts in accordance with GAAP and prepare interim financial reports for
management to review in conjunction with their monitoring activities. However, auditors may not
obtain evidence about the competence of the accounting personnel in regards to their knowledge
of GAAP or review the reasonableness of these financial reports.
Small Businesses: It is common for auditors of small businesses to conclude that it is
not efficient to test the operating effectiveness of relevant controls and, depending on the
circumstances, this may be reasonable. However, auditors should consider the controls
relevant to significant risks and how tests of those controls may be used to reduce the
extent of substantive procedures, such as dual purpose testing. For example, if the auditor
has assessed the valuation assertion for the accrual for product warranty obligations as a
significant risk, the auditor should obtain an understanding of the entity’ control activities
related to this assertion. In conjunction with obtaining the understanding of the significant
inputs used by the entity to determine the account balance, the auditor may also obtain
audit evidence which can reduce the substantive procedures. Once an understanding of the
controls relevant to the assertion being tested is obtained, the auditor may find that
actually testing the control requires relatively little additional effort and can provide
significant reductions in the nature or extent of substantive procedures necessary to test
the assertion.
8.06 The auditor may decide it is efficient to test the operating effectiveness of controls at
the same time the auditor is evaluating their design and determining that they have been
implemented. However, the auditor should only perform tests of controls on those controls that
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the auditor has determined are suitably designed to prevent, or detect and correct, a material
misstatement in a relevant assertion.
8.07 The auditor should design and perform tests of controls to obtain sufficient appropriate
audit evidence about the operating effectiveness of relevant controls if
a. the auditor’s risks of material misstatement at the relevant assertion level includes an
expectation that the controls are operating effectively (that is, the auditor intends to
rely on the operating effectiveness of controls in determining the nature, timing, and
extent of substantive procedures) or
b. when substantive procedures alone cannot provide sufficient appropriate audit evidence at the relevant assertion level.
8.08 Although some risk assessment procedures may not be specifically designed as tests
of controls, they may provide audit evidence about the operating effectiveness of the controls and,
consequently, serve as tests of controls. For example, the auditor’s risk assessment procedures
may have included the following:

•
•
•

Inquiring about management’s use of budgets
Observing management’s comparison of monthly budgeted and actual expenses
Inspecting reports pertaining to the investigation of variances between budgeted and
actual amounts

These audit procedures provide knowledge about the design of the entity’s budgeting policies and
whether they have been implemented, but they also may provide audit evidence about the
effectiveness of the operation of budgeting policies in preventing, or detecting and correcting,
material misstatements in the classification of expenses.
8.09 In designing and performing tests of controls, keep in mind that the greater the
reliance the auditor places on the effectiveness of a control, the more persuasive audit evidence
the auditor should obtain. A greater reliance on the operating effectiveness of controls is
necessary when it is not possible, or practicable, to obtain sufficient appropriate audit evidence
solely from substantive procedures.

Nature and Extent of Tests of Controls
8.10 In designing and performing tests of controls, paragraph .10 of AU-C section 330 states
that the auditor should
a. perform other audit procedures in combination with inquiry to obtain audit evidence
about the operating effectiveness of the controls, including
i. how the controls were applied at the relevant times during the period under
audit;
ii. the consistency with which they were applied; and
iii. by whom or by what means they were applied, including, when applicable,
whether the person performing the control possesses the necessary authority and
competence to perform the control effectively.
b. determine whether the controls to be tested depend upon other controls (indirect
controls) and, if so, whether it is necessary to obtain audit evidence supporting the
operating effectiveness of those indirect controls.
8.11 The auditor’s consideration of the competence of the individual performing the control
activity is especially important when performing tests of controls in the audit of a small business,
as the controls may be performed by employees who do not fully understand the importance and
purpose of the control. In certain cases, the employees do not have the technical skills to perform
the control activity competently. For example, an executive may not have knowledge to competently review the work performed by outside tax preparers. There are also cases where duties are
inappropriately assigned or a controller is responsible for ensuring the entity’s compliance with
employment laws and regulations.
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Small Businesses: In some situations, particularly in smaller, less complex entities, an
entity might use a third party to provide assistance with certain financial reporting
functions, such as using outside accounts or bookkeepers to prepare the entity’s financial
statements. When assessing the competence of personnel responsible for an entity’s
financial reporting and associated controls, the auditor may take into account the combined
competence of entity personnel and other parties that assist with functions related to
financial reporting.

Technology General Controls2
8.12 Because of the inherent consistency of IT processing, it may not be necessary to
increase the extent of testing of an automated control. An automated control can be expected to
function consistently unless the program (including the tables, files, or other permanent data
used by the program) is changed. Once the auditor determines that an automated control is
functioning as intended (which could be done at the time the control is initially implemented or
at some other date), the auditor may consider performing tests to determine that the control
continues to function effectively. Such tests might include determining that

•

changes to the program are not made without being subject to the appropriate program
change controls,

•
•

the authorized version of the program is used for processing transactions, and
other relevant general controls are effective.

Such tests also might include determining that changes to the programs have not been made,
which may be the case when the entity uses packaged software applications without modifying
or maintaining them. For example, the auditor may inspect the record of the administration of
IT security to obtain audit evidence that unauthorized access has not occurred during the period.
8.13 However, the operating effectiveness of a single automated control usually does not
provide sufficient appropriate audit evidence regarding an identified risk of material misstatement because such controls work in combination with other automated and manual controls. In
those cases, the auditor should evaluate the operating effectiveness of all controls implemented
by the entity to mitigate the identified risk.
Small Business Audits: It is especially important for the auditor to understand the
entity’s technology general controls (TGCs) because of the high integration of technology
into the financial accounting and reporting function of today’s businesses. Because technology has a significant effect on the audit engagement, the auditor should obtain an
understanding of the design and implementation of significant TGCs. This may usually
include the controls over physical security of technology assets (for example, is the server
located in a locked room?), controls over the network security (passwords are needed to
access all workstations and passwords are rotated every 90 days), and controls related to
changes to the technology system. Testing the implementation can be done efficiently and
effectively because the TGCs are automated controls and only need to be tested once. For
example, to test the network security the auditor can observe someone entering a wrong
password to see if the user is denied access.

Timing of Tests of Controls
8.14 The auditor should test controls for the particular time or throughout the period for
which the auditor intends to rely on those controls in order to provide an appropriate basis for
the auditor’s intended reliance. Audit evidence pertaining to a particular point in time may be
sufficient for the audit objective (for example, when testing controls over the entity’s physical
inventory counts). Conversely, if the auditor intends to rely on a control throughout a period, then
tests that provide evidence that the control operated effectively at relevant times during that
period are appropriate, such as tests of the entity’s monitoring controls.
2
See chapter 4, “Control Activities,” for a discussion of technology general controls in regards to the COSO
framework.
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Interim Testing
8.15 If the auditor obtains evidence about the operating effectiveness of controls during an
interim period, then the auditor should (1) obtain evidence about significant changes to those
controls subsequent to the interim period and (2) determine the additional audit evidence to be
obtained for the remaining period.
8.16 The following list provides examples of relevant factors the auditor should consider in
determining what additional evidence to obtain about controls that were operating during the
period remaining after an interim period:

•
•
•
•
•
•

The significance of the assessed risks of material misstatement
The specific controls that were tested during the interim period and the results of those
tests
Significant changes in the information system, processes, and personnel
The length of the remaining period
The extent to which the auditor intends to reduce further substantive procedures
based on the reliance of controls
The effectiveness of the control environment

Rotation Testing
8.17 In determining whether it is appropriate to use audit evidence about the operating
effectiveness of controls obtained in previous audits and, if so, the length of the time period that
may elapse before retesting a control, the auditor should consider the following:
a. The effectiveness of other elements of internal control, including the control environment, the entity’s monitoring of controls, and the entity’s risk assessment process
b. The risks arising from the characteristics of the control, including whether the control
is manual or automated
c. The effectiveness of general IT controls
d. The effectiveness of the control and its application by the entity, including the nature
and extent of deviations in the application of the control noted in previous audits and
whether there have been personnel changes that significantly affect the application of
the control
e. Whether the lack of a change in a particular control poses a risk due to changing
circumstances
f. The risks of material misstatement and the extent of reliance on the control
8.18 If the auditor plans to use audit evidence from a previous audit about the operating
effectiveness of specific controls, then the auditor should perform audit procedures to establish
the continuing relevance of that information to the current audit. The auditor should obtain this
evidence by performing inquiries, combined with observation or inspection, to confirm the
understanding of those specific controls, and
a. if there have been changes that affect the continuing relevance of the audit evidence
from the previous audit, the auditor should test the controls in the current audit.
b. if there have not been changes that affect the continuing relevance of the audit
evidence from the previous audit, the auditor should test the controls at least once in
every third audit and should test some controls during each audit to avoid the
possibility of testing all the controls on which the auditor intends to rely on a single
audit period with no testing of controls in the subsequent two audit periods.
8.19 In general, the higher the risk of material misstatement or the greater the reliance on
controls, the shorter the time period elapsed, if any, is likely to be. Factors that may decrease the
rotation period for retesting a control activity or factors that result in not relying on evidence
obtained in previous audits at all include the following:
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•
•
•
•
•
•

A deficient control environment
Deficient monitoring activities
A significant manual element to the relevant control
Personnel changes that significantly affect the application of the control
Changing circumstances that indicate the need for changes in the control
Deficient TGCs

If the auditor plans to rely on controls over a significant risk, then the auditor should test the
operating effectiveness of those controls in the current period.
Small Businesses: Because there may be significant changes in internal control due
to the dynamic and constantly evolving nature of the entity’s management when entrepreneurs are leaders of the control environment, there is no clear trend in rotation of tests
of operating effectiveness of controls for smaller entities. In such cases, the auditor may not
be able to rotate the tests of controls as part of the planned audit procedures. However,
other entities may have more stable systems of internal control (especially in ownermanaged or family-owned businesses with little turnover in key positions). In such
situations, rotation of tests of controls may be appropriate.

Evaluating the Operating Effectiveness
8.20 When evaluating the operating effectiveness of relevant controls, the auditor should
evaluate whether misstatements that have been detected by substantive procedures indicate
that controls are not operating effectively. The absence of misstatements detected by substantive
procedures, however, does not provide audit evidence that controls related to the relevant
assertion being tested are effective. Conversely, the identification of a material misstatement by
the auditor indicates that the misstatement would not have been detected by the entity’s internal
control (that is, an indicator of a material weakness).
Small Businesses: The concept that material adjustments proposed by the auditor are
indicators of material weaknesses can often be a contentious issue for audits of small
businesses because management may mistakenly have the expectation that the independent auditor is part of the entity’s internal control structure (for example, they may
consider the audit to be an annual monitoring activity). This may be further complicated
when the auditor is engaged to perform nonattest services, such as preparing the income
tax provision. If errors are discovered in nonattest work performed by the auditor in prior
audit engagements, management may challenge the assertion that these errors indicate
deficiencies in the internal control structure. To assist in avoiding any misunderstanding
of responsibilities, the auditor should consider obtaining management’s agreement that it
understands its responsibility for appointing competent personnel to oversee and review
the work of the nonattest services.3 Regardless of how management outsources the
professional services, management is ultimately responsible for the entity’s system of
internal control (including the controls related to financial reporting and the accuracy of
the financial statements themselves) and cannot outsource this responsibility. Also, the
auditor should consider GAAS guidance regarding the engagement letter, management
representation letter, and the “Management’s Responsibility” section of the auditor’s
report.
8.21 The concept of effectiveness of the operation of controls recognizes that some deviations
in the controls may occur. Deviations from prescribed controls may be caused by such factors as
changes in key personnel, significant seasonal fluctuations in volume of transactions, and human
error. The detected rate of deviation, particularly in comparison with the expected rate, may
indicate that the control cannot be relied on to reduce risk. If deviations from controls upon which
the auditor intends to rely are detected, the auditor should make specific inquiries to understand
these matters and their potential consequences and should determine whether (1) the tests of
3
See Interpretation No. 101-3, “Nonattest Services,” under Rule 101, Independence (AICPA Professional
Standards, ET sec. 101 par. .05).
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controls that have been performed provide an appropriate basis for reliance on the controls, (2)
additional tests of controls are necessary, or (3) the potential risks of misstatement need to be
addressed using substantive procedures.

Documentation
8.22 As provided in AU-C section 330, the form and extent of audit documentation is a
matter of professional judgment and is influenced by the nature, size, and complexity of the
entity; internal control of the entity; availability of information from the entity; and the audit
methodology and technology used in the audit.
8.23 If the auditor plans to use audit evidence about the operating effectiveness of controls
obtained in previous audits, the auditor should include in the audit documentation the conclusions reached about relying on such controls that were tested in a previous audit.
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Use of Service Organizations
9.01 As stated in AU-C section 402, Audit Considerations Relating to an Entity Using a
Service Organization (AICPA, Professional Standards), the objectives of the user auditor,1 when
the user entity uses the services of a service organization, are to
a. obtain an understanding of the nature and significance of the services provided by the
service organization and their effect on the user entity’s internal control relevant to the
audit, sufficient to identify and assess the risks of material misstatement.
b. design and perform audit procedures responsive to those risks.
9.02 As discussed in the framework, the user entity’s use of service organizations affects all
internal control components. The following table provides examples of how service organizations
affect each of the components.
Component

Example

Control Environment

How the service organization is integrated into the
user entity’s reporting lines and held accountable for
internal control responsibilities

Risk Assessment

How the service organization affects the risks relating
to objectives, such as changes at the service
organization and within the user entity as well as
fraud risks created when involving a service
organization

Control Activities

How the technology general controls are evaluated
when technology is essential to the performance of
services by the service organization

Information and
Communication

How the service organization communicates with
regulatory agencies on the user entity’s behalf

Monitoring Activities

How the user entity monitors the service organization’s
performance

9.03 As noted in earlier chapters, the auditor should obtain an understanding of each
component of internal control and, depending on the nature of the services provided by the service
organization, the service organization may affect each component as well. Accordingly, the user
auditor may need to understand how the nature of the services provided by service organizations
affect each component of internal control and evaluate the design and implementation of relevant
controls at the user entity that relate to the services provided by the service organization,
including those that are applied to the transactions processed by the service organization.
9.04 When obtaining an understanding of how the user entity uses the services of a service
organization in the user entity’s operations, the understanding should include the following:

•

The nature of the services provided by the service organization and the significance of
those services to the user entity, including their effect on the user entity’s internal
control

•

The nature and materiality of the transactions processed or accounting or financial
reporting processes affected by the service organization

•

The degree of interaction between the activities of the service organization and those
of the user entity

1
AU-C section 402, Audit Considerations Relating to an Entity Using a Service Organization (AICPA, Professional Standards), defines a user auditor as an auditor who audits and reports on the financial statements of a user
entity. A user entity is defined as an entity that uses a service organization and whose financial statements are being
audited. A user auditor is defined as an auditor who audits and reports on the financial statements of a user entity.
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•

The nature of the relationship between the user entity and the service organization,
including the relevant contractual terms for the activities undertaken by the service
organization

9.05 However, when considering the nature of the services provided by service organizations
it is important to understand that not all of those services are relevant to financial reporting.
The organization’s services are part of a user entity’s information system, including related
business processes, relevant to financial reporting if these services affect any of the following:

•
•
•
•

Transaction classes which are significant to the financial statements
Procedures within both automated and manual systems regarding transactions included in the financial statements
Accounting records and supporting information
How the user entity’s information system captures events and conditions (other than
transactions) that are significant to the financial statements

•

Financial reporting process (including significant accounting estimates and disclosures)

•

Controls related to journal entries, unusual transactions, or adjustments

Small Businesses: Smaller entities may use external bookkeeping services for the
processing of certain transactions (for example, payroll taxes) and maintenance of their
accounting records and perhaps the preparation of their financial statements. The use of
such a service organization for the preparation of its financial statements does not relieve
management of the smaller user entity and, when appropriate, those charged with
governance of their responsibilities for the financial statements. Although the outsourced
service provider may provide certain control activities that complement the user entity’s
controls, they cannot entirely eliminate the need for user entity controls related to
oversight of the services performed by outsourced service providers.
9.06 The nature and extent of work to be performed by the user auditor regarding the
service provided by a service organization depend on the nature and significance of those services
to the user entity and their relevance to the audit.
9.07 Because service organizations may be significant to a user entity’s financial reporting,
many service organizations engage a service auditor to report on the service organization’s
controls for the benefit of its customers. There are two types of SOC 1SM reports : reports on the
description and design of a service organization’s controls (type 1 SOC 1 reports) and reports on
the description and design of a service organization’s controls and their operating effectiveness
(type 2 SOC 1 reports). Both type 1 and type 2 SOC 1 reports are issued under AT section 801,
Reporting on Controls at a Service Organization (AICPA, Professional Standards), or under
standards promulgated by an authorized or recognized standards-setting organization (for
example, the International Auditing and Assurance Standards Board). The availability of a type
1 or type 2 SOC 1 report generally will depend on whether the contract between the service
organization and the user entity includes the provision of such a report by the service organization. A service organization may also elect, for practical reasons, to make a type 1 or type 2
SOC 1 report available to the user entities. For example, it is common for large payroll processing
organizations to provide a type 2 SOC 1 report to user entities without a specific requirement.
9.08 The following provide further details for each type of SOC 1 report:

•

Type 1 SOC 1 report. A type 1 SOC 1 report is a report on management’s description
of a service organization’s system and the suitability of the design of controls, which
includes the following:

—
—

Management’s description of the service organization’s system.
A written assertion by management of the service organization about whether,
in all material respects and based on suitable criteria

•
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•
—
•

the controls related to the control objectives stated in management’s
description of the service organization’s system were suitably designed to
achieve those control objectives as of the specified date.

A service auditor’s report that expresses an opinion on management’s assertion.

Type 2 SOC 1 report. A type 2 SOC 1 report is a report on management’s description
of a service organization’s system and the suitability of the design and operating
effectiveness of controls, which includes the following:

—
—

—

Management’s description of the service organization’s system.
A written assertion by management of the service organization about whether,
in all material respects and based on suitable criteria

•

management’s description of the service organization’s system fairly presents the service organization’s system that was designed and implemented
throughout the specified period.

•

the controls related to the control objectives stated in management’s
description of the service organization’s system were suitably designed
throughout the specified period to achieve those control objectives.

•

the controls related to the control objectives stated in management’s
description of the service organization’s system operated effectively throughout the specified period to achieve those control objectives.

A service auditor’s report that expresses an opinion on management’s assertions
and includes a description of the service auditor’s tests of controls and results
thereof.

Small Businesses: Due to resource limitations, it is common that smaller entities may
outsource one or more significant functions to one or more service organizations (for
example, tax planning and compliance functions, finance and accounting functions, or the
controllership function). Because smaller entities may also engage smaller sized external
service providers, a SOC report may not be available for these service organizations. In
these situations, the auditor may visit the service organization to gain an understanding
of the service organization’s controls because there is likely to be direct interaction of the
entity’s management and the service organization’s management. If the services are
performed by consultants or individuals, the auditor may need to understand the experience and knowledge of those individuals as their services affect the entity’s system of
internal control.

Understanding the Services Provided by a Service Organization
9.09 As part of obtaining an understanding of the user entity, the user auditor should
understand how the user entity uses the services of a service organization. This understanding
includes the following:
a. The nature of the services provided by the service organization and the significance of
those services to the user entity, including their effect on the user entity’s internal
control
b. The nature and materiality of the transactions processed or accounts or financial
reporting processes affected by the service organization
c. The degree of interaction between the activities of the service organization and those
of the user entity
d. The nature of the relationship between the user entity and the service organization,
including the relevant contractual terms for the activities undertaken by the service
organization
The user auditor’s understanding needs to approach the relationship between the user entity and
the service organization from both perspectives (the controls at the user entity as well as the
controls at the service organization).
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User Entity Controls
9.10 The user entity may establish controls over the service organization’s services that
may be tested by the user auditor and that may enable the user auditor to conclude that the user
entity’s controls are operating effectively for some or all of the related assertions, regardless of
the controls in place at the service organization. For example, if a user entity uses a service
organization to process its payroll transactions, the user entity may establish controls over the
submission and receipt of payroll information that could prevent (or detect and correct) material
misstatements. These controls may include the following:

•

Comparing the data submitted to the service organization with reports of information
received from the service organization after the data has been processed

•

Recomputing a sample of the payroll amounts for clerical accuracy and reviewing the
total amount of the payroll for reasonableness

In this situation, the user auditor may perform tests of the user entity’s controls over payroll
processing that would provide a basis for the user auditor to conclude that the user entity’s
controls are operating effectively for the assertions related to payroll transactions.

Service Organization Controls
9.11 If the user auditor is unable to obtain sufficient understanding from the user entity,
the user auditor should obtain that understanding from one or more of the following procedures:
a. Obtaining and reading a type 1 or type 2 SOC 1 report, if available
b. Contacting the service organization through the user entity to obtain specific information
c. Visiting the service organization and performing procedures that will provide the
necessary information about the relevant controls at the service organization
d. Using another auditor to perform procedures that will provide the necessary information about the relevant controls at the service organization
9.12 A type 1 or type 2 SOC 1 report, along with information about the user entity, may
assist the user auditor in obtaining an understanding of the following:
a. The service organization controls that may affect the processing of the user entity’s
transactions
b. The flow of significant transactions through the service organization’s system to
determine the points in the transaction flow where material misstatements in the user
entity’s financial statements could occur
c. The control objectives stated in the description of the service organization’s system
that are relevant to the user entity’s financial statements
d. Whether the service organization’s controls are suitably designed and implemented to
prevent (or detect and correct) processing errors that could result in material misstatements in the user entity’s financial statements
Note: A type 1 or type 2 SOC 1 report may assist the user auditor in obtaining a sufficient
understanding to identify and assess the risks of material misstatement of the user entity’s
financial statements. However, a type 1 SOC 1 report does not provide any evidence of the
operating effectiveness of the relevant controls. Furthermore, the user auditor should evaluate
the service organization’s controls included in the scope of the SOC 1 report and consider how
the controls impact the audit engagement (for example, controls tested by the service auditor in
a type 2 SOC 1 report may not be relevant to the risks identified by the user entity’s auditor).
9.13 If the user auditor plans to use a type 1 or type 2 SOC 1 report as audit evidence to
support the user auditor’s understanding of the design and implementation of controls at the
service organization, the user auditor should
a. evaluate whether the type 1 SOC 1 report is within the as of date or, in the case of a
type 2 SOC 1 report, is for a period that is appropriate for the user auditor’s purposes;
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b. evaluate the sufficiency and appropriateness of the evidence provided by the report for
the understanding of the user entity’s internal control relevant to the audit; and
c. determine whether complementary user entity controls identified by the service
organization are relevant in addressing the risks of material misstatement in the
financial statements and, if so, obtain an understanding of whether the user entity has
designed and implemented such controls.
9.14 Finally, in determining the sufficiency and the appropriateness of the audit evidence
provided by a type 1 or type 2 SOC 1 report, the user auditor should be satisfied regarding the
service auditor’s professional competence and independence from the service organization and
the adequacy of the standards under which the type 1 or type 2 SOC 1 report was issued. Unless
evidence to the contrary comes to the user auditor’s attention, a service auditor’s report implies
that the service auditor is independent of the service organization.

Responding to the Assessed Risks
9.15 In responding to assessed risks in accordance with AU-C section 330, Performing Audit
Procedures in Response to Assessed Risks and Evaluating the Audit Evidence Obtained (AICPA,
Professional Standards), the user auditor should
a. determine whether sufficient appropriate audit evidence concerning the relevant
financial statement assertions is available from records held at the user entity and, if
not,
b. perform further audit procedures to obtain sufficient appropriate audit evidence or use
another auditor to perform those procedures at the service organization on the user
auditor’s behalf.
9.16 When the auditor’s risk assessment includes an expectation that controls at the service
organization are operating effectively, the auditor should obtain evidence about the operating
effectiveness of those controls from obtaining and reading a type 2 SOC 1 report (if available)
or by performing appropriate tests of controls at the service organization.
9.17 If the user auditor plans to use a type 2 SOC 1 report as audit evidence that controls
at the service organization are operating effectively, the user auditor should determine whether
the service auditor’s report provides sufficient appropriate audit evidence about the effectiveness
of the controls to support the user auditor’s risk assessment by
a. evaluating whether the type 2 SOC 1 report is for a period that is appropriate for the
user auditor’s purposes.
b. determining whether complementary user controls identified by the service organization are relevant in addressing the risks of material misstatement relating to the
relevant assertion in the financial statements and. If so, the auditor should obtain an
understanding of whether the user entity has designed and implemented such controls
and, if so, the auditor should test their operating effectiveness.
c. evaluating the adequacy of the time elapsed since the period covered by the type 2 SOC
1 report.
d. evaluating whether the tests of controls performed by the service auditor and the
results thereof are relevant to the user entity’s financial statements and provide
sufficient appropriate audit evidence to support the user auditor’s risk assessment.

Tests of Controls
9.18 The auditor is required to design and perform tests of controls to obtain sufficient
appropriate audit evidence concerning the operating effectiveness of relevant controls when the
auditor’s assessment of risks of material misstatement includes an expectation that the controls
at the service organization are operating effectively (that is, the auditor intends to rely on the
operating effectiveness of controls at the service organization in determining the nature, timing,
and extent of substantive procedures) or when substantive procedures alone, or in combination
with tests of operating effectiveness of controls at the user entity, cannot provide sufficient
appropriate audit evidence.
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9.19 For certain assertions, the shorter the period covered by a specific test and the longer
the time elapsed since the performance of the test, the less audit evidence the test may provide.
In comparing the period covered by the type 2 SOC 1 report to the user entity’s financial reporting
period, the user auditor may conclude that the type 2 SOC 1 report offers less audit evidence if
little overlap exists between the period covered by the type 2 SOC 1 report and the period for
which the user auditor intends to rely on the report. When this is the case, an additional type
2 SOC 1 report covering a preceding or subsequent period may provide additional audit evidence.
In other cases, the user auditor may determine it is necessary to perform tests of controls at the
service organization in order to obtain sufficient appropriate audit evidence about the operating
effectiveness of those controls.
9.20 It may also be necessary for the user auditor to obtain additional evidence about
significant changes in the relevant controls at the service organization during a period outside
the period covered by the type 2 SOC 1 report or to determine what additional audit procedures
need to be performed. Relevant factors in determining what additional audit evidence to obtain
may include the following:

•
•
•
•
•

The significance of the assessed risks of material misstatement
The specific controls that were tested during the interim period and significant
changes to them since they were tested (including changes in the information systems,
processes, and personnel)
The length of remaining period
The extent to which the user auditor intends to reduce further substantive procedures
based on the reliance on controls
The effectiveness of the user entity’s control environment and monitoring controls at
the user entity

Note: If the service auditor’s testing period is completely outside the user entity’s financial
reporting period, the user auditor will be unable to rely on such tests to conclude that the user
entity’s controls are operating effectively because the tests do not provide current audit period
evidence of the effectiveness of controls, unless other procedures are performed.

Fraud, Noncompliance With Laws and Regulations, and Uncorrected
Misstatements Related to Activities at the Service Organization
9.21 The user auditor should inquire of the user entity about whether the service organization has reported to the user entity, or whether the user entity is aware of, any fraud,
noncompliance with laws and regulations, or uncorrected misstatements affecting the user
entity’s financial statements. The user auditor should evaluate how such matters, if any, affect
the user auditor’s procedures as well as the user auditor’s conclusions and user auditor’s report.
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Chapter 10

Fraud Considerations
10.01 Misstatements in the financial statements can arise from either fraud or error. The
distinguishing factor between fraud and error is whether the underlying action that results in
the misstatement of the financial statements is intentional or unintentional. Although fraud is
a broad legal concept, for the purposes of generally accepted auditing standards (GAAS), the
auditor is primarily concerned with fraud that causes a material misstatement in the financial
statements. Two types of intentional misstatements are relevant to the auditor: misstatements
resulting from fraudulent financial reporting and misstatements resulting from misappropriation of assets. Although the auditor may suspect or, in rare cases, identify the occurrence of fraud,
the auditor does not make legal determinations of whether fraud has actually occurred.

Responsibility for the Prevention and Detection of Fraud
10.02 The primary responsibility for the prevention and detection of fraud rests with those
charged with governance of the entity and management. It is important that management, with
the oversight of those charged with governance, places a strong emphasis on fraud prevention,
which may reduce opportunities for fraud to take place, and fraud deterrence, which could
persuade individuals not to commit fraud because of the likelihood of detection and punishment.
This involves a commitment to creating a culture of honesty and ethical behavior, which can be
reinforced by active oversight by those charged with governance. Oversight by those charged with
governance includes considering the potential for override of controls or other inappropriate
influence over the financial reporting process, such as efforts by management to manage earnings
in order to influence the perceptions of financial statement users regarding the entity’s performance and profitability.

Responsibility of the Auditor
10.03 An auditor conducting an audit in accordance with GAAS is responsible for obtaining
reasonable assurance that the financial statements as a whole are free from material misstatement, whether caused by fraud or error. Due to the inherent limitations of an audit, an
unavoidable risk exists that some material misstatements of the financial statements may not
be detected, although the audit is properly planned and performed in accordance with GAAS.
10.04 When obtaining reasonable assurance, the auditor is responsible for maintaining
professional skepticism throughout the audit, considering the potential for management override
of controls, and recognizing the fact that audit procedures that are effective for detecting error
may not be effective in detecting fraud. The requirements in AU-C section 240, Consideration of
Fraud in a Financial Statement Audit (AICPA, Professional Standards), are designed to assist
the auditor in identifying and assessing the risks of material misstatement due to fraud and in
designing procedures to detect such misstatement.
10.05 As stated in AU-C section 240,1 the objectives of the auditor are to
a. identify and assess the risks of material misstatement of the financial statements due
to fraud;
b. obtain sufficient appropriate audit evidence regarding the assessed risks of material
misstatement due to fraud, through designing and implementing appropriate responses; and
c. respond appropriately to fraud or suspected fraud identified during the audit.

1
AU-C section 240, Consideration of Fraud in a Financial Statement Audit (AICPA, Professional Standards),
provides guidance on fraud consideration beyond those discussed in this chapter that addresses the aspects of AU-C
section 240 that are relevant to the framework.
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Risk Assessment Procedures
10.06 As part of performing risk assessment procedures and related activities to obtain an
understanding of the entity and its environment, including the entity’s system of internal control,
the auditor performs procedures to obtain information for use in identifying the risk of material
misstatement due to fraud. This information is gathered by
a. discussions with management and others within the entity;
b. discussions with those charged with governance;
c. evaluation of unusual or unexpected relationships identified by analytical procedures
performed as part of risk assessment procedures (this evaluation should include
revenue accounts);
d. consideration whether other information obtained by the auditor indicates risks of
material misstatement due to fraud; or
e. evaluation of fraud risk factors.

Discussions With Management
10.07 As discussed in chapter 3, “Risk Assessment,” management assesses the risk of fraud
as part of its risk assessment process (framework principle 8). Among other things, AU-C section
210, Terms of Engagement (AICPA, Professional Standards), provides that the auditor should
obtain agreement from management that it acknowledges and understands its responsibility for
the design, implementation, and maintenance of internal control relevant to the preparation and
fair presentation of financial statements that are free from material misstatement, whether due
to fraud or error, as a precondition for the audit.
10.08 The nature, timing, and frequency of management’s fraud risk assessment will vary
from entity to entity. In larger entities, management may perform detailed assessments on an
annual basis or as part of a continuous monitoring process. In smaller entities, management’s
assessment may be less structured and less frequent. Management’s fraud risk assessment has
direct and important relevance to the auditor’s understanding of the entity’s control environment. For example, management may not perform a fraud risk assessment (formal or informal)
which may be indicative of the priority that management places on internal control.
Small Businesses: In smaller entities, the focus of management’s fraud risk assessment may be on the risks of employee fraud or misappropriation of assets. Although these
are important, the auditor should consider the implications to the audit engagement if
management has not considered the risk of fraudulent financial reporting or management
override of controls.
10.09 It is appropriate for the auditor to make inquiries regarding management’s fraud risk
assessment and the controls in place to prevent and detect fraud. As stated in paragraph .17 of
AU-C section 240, the auditor should make inquiries of management regarding
a. management’s assessment of the risk that the financial statements may be materially
misstated due to fraud, including the nature, extent, and frequency of such assessments;
b. management’s process for identifying, responding to, and monitoring the risks of fraud
in the entity, including any specific risks of fraud that management has identified or
that have been brought to its attention, or classes of transactions, account balances,
or disclosures for which a risk of fraud is likely to exist;
c. management’s communication, if any, to those charged with governance regarding its
processes for identifying and responding to the fraud risks in the entity; and
d. management’s communication, if any, to employees regarding its views on business
practices and ethical behavior.
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Discussions With Those Charged With Governance
10.10 As described in the framework, those charged with governance oversee the entity’s
systems for monitoring risk, financial control, and compliance with laws and regulations. In some
circumstances, governance practices are well developed and those charged with governance play
an active role in oversight of the entity’s fraud risk assessment and the relevant internal control.
Because the responsibilities of those charged with governance and management will vary by
entity, the auditor obtains an understanding of the respective responsibilities of those charged
with governance and management regarding the oversight exercised by the appropriate individuals.
10.11 An understanding of the oversight exercised by those charged with governance may
provide insights regarding the susceptibility of the entity to management fraud, the adequacy
of internal control over fraud risks, and the competency and integrity of management. The
auditor may obtain this understanding in a number of ways, such as by attending meetings
during which such discussions take place, reading the minutes from such meetings, or making
inquiries of those charged with governance.
10.12 In situations where the individuals charged with governance are not involved in
managing the entity, the auditor should perform the following:

•

Obtain an understanding of how those charged with governance exercise oversight of
management’s processes for identifying and responding to the fraud risks in the entity
and the internal control that management has established to mitigate these risks.

•

Make inquiries of those charged with governance (the audit committee or, at least, its
chair) to determine their views about the fraud risks and whether they have knowledge
of any actual, suspected, or alleged fraud affecting the entity. (These inquiries are
made, in part, to corroborate the responses received from the inquiries of management.)

Small Businesses: It is common in smaller entities for all of those charged with
governance to be involved in managing the entity. This may be the case in which a single
owner manages the entity, and no one else has a governance role. In such cases, no action
is expected on the auditor because no oversight exists separate from management.

Discussions With Others Within the Entity
10.13 Making inquiries of others within the entity, in addition to management, may provide
individuals with an opportunity to convey information to the auditor that may not otherwise be
communicated. It may be useful in providing the auditor with a perspective that is different from
that of individuals in the financial reporting process. The responses to these other inquiries might
serve to corroborate responses received from management or, alternatively, might provide
information regarding the possibility of management override of controls. The auditor may also
obtain information about how effectively management has communicated standards of ethical
behavior throughout the organization.
10.14 Examples of others within the entity to whom the auditor may direct inquiries about
the existence or suspicion of fraud include the following:

•
•
•
•
•
•

Operating personnel not directly involved in the financial reporting process
Employees with different levels of authority
Employees involved in initiating, processing, or recording complex or unusual transactions and those who supervise or monitor such employees
In-house legal counsel
Chief ethics officer or equivalent person
The person or persons charged with dealing with allegations of fraud
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Identification and Assessment of the Fraud Risks
Fraud Risk Factors
10.15 Because fraud is often well concealed, it can be quite difficult to detect. Nevertheless,
the auditor may identify events or conditions that indicate an incentive or pressure to commit
fraud or provide an opportunity to commit fraud (for example, an ineffective control environment
creates an opportunity to commit fraud).
Small Businesses: A smaller entity may not have a written code of conduct but it may
have developed a culture that emphasizes the importance of integrity and ethical behavior
through oral communication and by management’s example. Domination of management
by a single individual in a small entity does not generally indicate a failure by management
to display and communicate an appropriate attitude regarding internal control and the
financial reporting process. In some entities, the need for management authorization can
compensate for otherwise deficient controls and reduce the risk of employee fraud.
However, domination of management by a single individual can be a potential deficiency
in internal control because an opportunity exists for management override of controls.

Fraud Risks in Revenue Recognition
10.16 When identifying and assessing the risks of material misstatement due to fraud, the
auditor should, based on a presumption that risks of fraud exist in revenue recognition, evaluate
which types of revenue, revenue transactions, or assertions give rise to such risks. If the auditor
has concluded that the presumption that there is a risk of material misstatement due to fraud
related to revenue recognition is overcome in the circumstances of the engagement, the auditor
should include in the audit documentation the reasons for that conclusion. Material misstatement due to fraudulent financial reporting relating to revenue recognition may result from an
overstatement of revenues (for example, premature revenue recognition or recording fictitious
revenues) or from an understatement of revenues, such as improperly shifting revenues to a later
period.
10.17 The risks of fraud in revenue recognition may be greater in some entities than others.
For example, there may be pressures or incentives on management to commit fraudulent
financial reporting through inappropriate revenue recognition when performance is measured in
terms of year-over-year revenue growth or profit. Similarly, there may be greater risks of
misappropriation of assets in the case of entities that generate a substantial portion of revenues
through cash sales.

Management Override of Controls
10.18 Management is in a unique position to perpetrate fraud because of its ability to
manipulate accounting records and prepare fraudulent financial statements by overriding
controls that otherwise appear to be operating effectively. Although the level of risk of management override of controls will vary from entity to entity, the risk is present in all entities. It is
also a significant fraud risk due to the unpredictable way in which such an override could occur
and materially misstate the financial statements.
10.19 The auditor should address the risk of management override of controls apart from
any conclusions regarding the existence of more specifically identifiable risks. The auditor
achieves this by designing and performing audit procedures to obtain an understanding of the
entity’s financial reporting process and its controls over journal entries and other adjustments,
and evaluating the design and implementation of such controls.
10.20 When identifying and selecting journal entries and other adjustments for testing and
determining the appropriate method of examining the underlying support for the items selected,
the following matters may be relevant:

•

10.15
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Fraud Considerations

77

risks of material misstatement due to fraud may assist the auditor to identify specific
classes of journal entries and other adjustments for testing.

•

Controls that have been implemented over journal entries and other adjustments.
Effective controls of the preparation and posting of journal entries and other adjustments may reduce the extent of substantive testing necessary, provided that the
auditor has tested the operating effectiveness of the controls.

•

The entity’s financial reporting process and the nature of evidence that can be obtained.
For many entities, routine processing of transactions involves a combination of
automated and manual steps and procedures. Similarly, the processing of journal
entries and other adjustments may involve both automated and manual controls.
When IT is used in the financial reporting process, journal entries and other adjustments may exist only in electronic form.

•

The characteristics of fraudulent journal entries or other adjustments. Inappropriate
journal entries or other adjustments often have unique identifying characteristics.
Such characteristics may include entries that

•

—
—
—

are made to unrelated, unusual, or seldom-used accounts;

—

are made either before or during the preparation of the financial statements that
do not have account numbers; or

—

contain round numbers or consistent ending numbers.

are made by individuals who typically do not make journal entries;
are recorded at the end of the period or as postclosing entries that have little or
no explanation or description;

The nature and complexity of the accounts. Inappropriate journal entries or adjustments may be applied to accounts that

—
—
—
—
—
—

contain transactions that are complex or unusual in nature;
contain significant estimates and period-end adjustments;
have been prone to misstatements in the past;
have not been reconciled on a timely basis or contain unreconciled differences,
contain intercompany transactions; or
are otherwise associated with an identified risk of material misstatement due to
fraud.

In audits of entities that have several locations or components, consideration is given
to the need to select journal entries from multiple locations.

•

Journal entries or other adjustments processed outside the normal course of business.
Nonstandard journal entries, and other entries such as consolidating adjustments, may
not be subject to the same level of internal control as those journal entries used on a
recurring basis to record transactions such as monthly sales, purchases, and cash
disbursements.

Note: Although the previous discussion is focused primarily on fraud risks and related controls,
it is important to understand that fraud risks cannot be reduced to an appropriately low level
by performing only test of controls. The auditor also needs to consider how to obtain sufficient
appropriate audit evidence from substantive testing.

Documentation
10.21 The auditor should include the following in the audit documentation of the auditor’s
understanding of the entity and its environment and the assessment of the risks of material
misstatement:
a. The significant decisions reached during the discussion among the engagement team
regarding the susceptibility of the entity’s financial statements to material misstatement due to fraud, how and when the discussion occurred, and the audit team members
who participated
b. Identified and assessed risks of material misstatement due to fraud at the financial
statement level and at the assertion level
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c. Overall responses to the assessed risks of material misstatement due to fraud at the
financial statement level; the nature, timing, and extent of audit procedures; and the
linkage of those procedures with the assessed risks of material misstatement due to
fraud at the assertion level
d. Results of the audit procedures, including those designed to address the risk of
management override of controls
e. Communications about fraud made to management, those charged with governance,
regulators, and others
f. Reasons supporting the conclusion that the presumption of a risk of material misstatement due to fraud related to revenue recognition is overcome in the circumstances
of the engagement
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Chapter 11

Consideration of Laws and Regulations
11.01 As stated in AU-C section 250, Consideration of Laws and Regulations in an Audit
of Financial Statements (AICPA, Professional Standards), the objectives of the auditor are to
a. obtain sufficient appropriate audit evidence regarding material amounts and disclosures in the financial statements that are determined by the provisions of those laws
and regulations generally recognized to have a direct effect on their determination,
b. perform specified audit procedures that may identify instances of noncompliance with
other laws and regulations that may have a material effect on the financial statements,
and
c. respond appropriately to noncompliance or suspected noncompliance with laws and
regulations identified during the audit.
11.02 The effect on financial statements of laws and regulations varies considerably.
However, those laws and regulations to which an entity is subject constitute the legal and
regulatory framework and provide guidelines for the entity’s compliance objectives under the
framework. Furthermore, the provisions of some laws or regulations have a direct effect on the
financial statements in that they determine the reported amounts and disclosures in an entity’s
financial statements. This effect may be specific to certain account balances or disclosures
(income taxes) or pervasive to the financial statements as a whole (for example, regulations that
require financial statement to be presented in accordance with generally accepted accounting
principles).
11.03 Other laws or regulations are to be complied with by management, or set the
provisions under which the entity is allowed to conduct its business, but do not have a direct effect
on an entity’s financial statements. Some entities operate in heavily regulated industries, such
as banks and chemical companies. Others are subject only to the many laws and regulations that
relate generally to the operating aspects of the business, such as those to occupational safety and
health and equal employment opportunity. The following are examples of laws and regulations
that are typical for smaller businesses:

•
•
•
•
•
•

Employment laws (classification of independent contractors)
Payroll tax regulations (timely deposits)
Sales tax regulations (remitting funds to the local governments in a timely manner)
Intellectual property laws (infringement of patents, trademarks, or copyrighted images
for websites)
Pollution regulations (air and water emissions of equipment)
Employee Retirement Income Security Act laws (violations of timely remittance of
employee contributions)

Noncompliance with laws and regulations may result in fines, litigation, or other consequences
for the entity, the costs of which may need to be accrued or disclosed in the financial statements.

Responsibility of Management
11.04 It is the responsibility of management, with the oversight of those charged with
governance, to ensure that the entity’s operations are conducted in accordance with the
provisions of laws and regulations, including those which determine the reported amounts and
disclosures in the financial statements.
11.05 The following table provides examples of policies and procedures management may
implement to assist in the prevention and detection of noncompliance with laws and regulations
and how they relate to the entity’s system of internal control.
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Example

Internal Control Component

Developing, publicizing, and following a
code of conduct

Control environment, information and
communication

Ensuring employees are properly trained
and understand the code of conduct

Control environment, control activities

Monitoring compliance with the code of
conduct and acting appropriately to
discipline employees who fail to comply
with it

Control activities, monitoring activities

In larger entities, these policies and procedures may be supplemented by assigning appropriate
responsibilities to an internal audit function, an audit committee, a legal function, or a
compliance function.

Responsibility of the Auditor
11.06 The requirements in AU-C section 250 are designed to assist the auditor in identifying material misstatement of the financial statements due to noncompliance with laws and
regulations. However, the auditor is not responsible for preventing noncompliance and cannot be
expected to detect noncompliance with all laws and regulations.
11.07 In conducting an audit of financial statements, the auditor takes into account the
applicable legal and regulatory framework. Because of the inherent limitations of an audit, an
unavoidable risk exists that some material misstatements in the financial statements may not
be detected, even though the audit is properly planned and performed in accordance with
generally accepted auditing standards. In the context of laws and regulations, the potential
effects of inherent limitations on the auditor’s ability to detect material misstatements are
greater for the following reasons:

•

Many laws and regulations relating principally to the operating aspects of an entity
typically do not affect the financial statements and are not captured by the entity’s
information systems relevant to financial reporting.

•

Noncompliance may involve conduct designed to conceal it, such as collusion, forgery,
deliberate failure to record transactions, management override of controls, or intentional misrepresentations made to the auditor.

•

Whether an act constitutes noncompliance or not is ultimately a matter for legal
determination, such as by a court of law.

11.08 Ordinarily, the further removed noncompliance is from the events and transactions
reflected in the financial statements, the less likely the auditor is to become aware of, or
recognize, the noncompliance.
11.09 The auditor’s responsibilities regarding compliance with laws and regulations are
reflected in the two categories shown in the following table.
Laws and Regulations

Auditor’s Responsibility

Those generally recognized to have a direct
effect on the determination of material
amounts and disclosures in the financial
statements (for example, tax and pension
laws and regulations).

Obtain sufficient appropriate audit
evidence regarding material amounts and
disclosures in the financial statements that
are determined by the provisions of those
laws and regulations.

Those that do not have a direct effect on
the determination of the amounts and
disclosures in the financial statements, but
do have compliance, which may be
• fundamental to the operating aspects
of the business;
• fundamental to an entity’s ability to
continue its business; or

Inquiring of management and, when
appropriate, those charged with governance
about whether the entity is in compliance
with such laws and regulations.

11.06

Inspecting correspondence, if any, with the
relevant licensing or regulatory authorities.

Consideration of Laws and Regulations

Laws and Regulations
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Auditor’s Responsibility

necessary for the entity to avoid material penalties.

•

For example, compliance with the terms of
an operating license, regulatory solvency
requirements, or environmental regulations.
11.10 During the audit, the auditor should remain alert to the possibility that other audit
procedures applied may bring instances of noncompliance or suspected noncompliance with laws
and regulations to the auditor’s attention.
11.11 In the absence of identified or suspected noncompliance, the auditor is not required
to perform additional audit procedures. However, the auditor should request written representations from management regarding the entity’s compliance with laws and regulations.
11.12 If the auditor becomes aware of information concerning an instance of noncompliance
or suspected noncompliance with laws and regulations, the auditor should obtain an understanding of the nature of the act, the circumstances in which it has occurred, and further
information necessary to evaluate the possible effect on the financial statements.
11.13 If the auditor suspects noncompliance may exist, the auditor should discuss the
matter with management (at a level above those involved with the suspected noncompliance, if
possible) and, when appropriate, those charged with governance. If management or, as appropriate, those charged with governance do not provide sufficient information that supports that
the entity is in compliance with laws and regulations and, in the auditor’s professional judgment,
the effect of the suspected noncompliance may be material to the financial statements, the
auditor should consider the need to obtain legal advice. If sufficient information about suspected
noncompliance cannot be obtained, the auditor should evaluate the effect of the lack of sufficient
appropriate audit evidence on the auditor’s opinion.
11.14 If the auditor becomes aware of the existence of, or information about, the following
matters, it may be an indication of noncompliance with laws and regulations:

•

Investigations by regulatory organizations and government departments or payment
of fines or penalties

•

Payments for unspecified services or loans to consultants, related parties, employees,
or government officials or government employees

•

Sales commissions or agent’s fees that appear excessive in relation to those ordinarily
paid by the entity, in its industry, or to the services actually received

•
•

Purchases made at prices significantly above or below market price

•
•

Unusual payments in cash, purchases in the form of cashiers’ checks payable to the
bearer, or transfers to numbered bank accounts
Unusual transactions with companies registered in tax havens
Payments for goods or services made other than to the country from which the goods
or services originated

•

Existence of an information system that fails, whether by design or accident, to provide
an adequate audit trail or sufficient evidence

•
•
•

Unauthorized transactions or improperly recorded transactions

•

Adverse media comment
Noncompliance with laws or regulations cited in reports of examinations by regulatory
agencies that have been made available to the auditor
Failure to file tax returns or pay government duties or similar fees that are common
to the entity’s industry or the nature of its business

11.14
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Documentation
11.15 The auditor should include in the audit documentation a description of the identified
or suspected noncompliance with laws and regulations, the results of discussion with management, and, when applicable, those charged with governance and other parties inside or outside
the entity.
11.16 The auditor’s documentation of findings regarding identified or suspected noncompliance with laws and regulations may include, for example

•
•

11.15

copies of records or documents.
minutes of discussions held with management, those charged with governance, or other
parties inside or outside the entity.
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Appendix A

Internal Control Examples
The following tables present examples of the principles and points of focus described in the
framework for the following two businesses:

•

Small business. Company A operates in the construction industry and provides
services to businesses and individuals. Including the owner-managers, Company A has
15 employees who all focus on the core operations with minimal office personnel.
Company A is jointly owned by a married couple that manages the operations together
and has a revolving line of credit with a local community bank. Company A operates
in one location (a building owned by the company’s stockholders). Company A uses
off-the-shelf accounting software and outsources the payroll processing, IT services,
and income tax preparation services.

•

Middle-market business. Company B operates in the manufacturing industry and sells
its products to domestic and foreign retailers. Company B has 100 employees with a
formalized organization structure that includes departments for each significant
function. Company B is a privately-held company with 70 percent owned by the
founder (who is retired and acts as the chairman of the board of directors) and 30
percent owned by senior management. This company has a line of credit with an
international bank as well as significant leases. Company B operates with one
manufacturing plant (where its corporate offices are located), two distribution warehouses in the United States, and one distribution warehouse in Europe. Company B
uses complex accounting software and outsources the employee benefit plan administration and income tax preparation services.

Note: The framework assumes that all principles are relevant. However, there may be rare
situations where management has determined that a principle is not relevant to the associated
component (due to entity structure and the level of use and dependency of technology used by
the entity). If management decides that a principle is not relevant, management must support
that determination, including the rationale of how, in the absence of that principle, the associated
component could be present and functioning. Otherwise, a major deficiency exists in the system
of internal control.

Control Environment
Principle 1: The organization demonstrates a commitment to integrity and ethical
values.
Point of Focus

Company A

Company B

Sets the tone at
the top

The owner-managers lead by
example through informal and
routine actions.

Senior management develops
(and the board approves) a code
of conduct.

Establishes
standards of
conduct

These are included in the
employee handbook.

These are stated in the mission
statement, code of conduct, and
employee handbook.

Evaluates
adherence to
standards of
conduct

The owner-managers evaluate
adherence through interaction
with employees.

Senior management evaluates
adherence through interaction
with employees and staff
meetings.

Addresses
deviations in a
timely manner

The owner-managers respond in
real-time to deviations.

Deviations are addressed
through a performance
evaluation process.
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Principle 2: The board of directors demonstrates independence from management
and exercises oversight of the development and performance of internal control.
Point of Focus

Company A

Company B

Establishes
oversight
responsibilities

The owner-managers have
responsibility for oversight of
internal control.

The board of directors’ mission
statement includes internal
control oversight.

Applies relevant
expertise

Not present and not relevant
because there is no oversight of
the owner-managers.

Each member of the board of
directors has expertise to
oversee senior management.

Operates
independently

Not present and not relevant
because the same individuals
are owners and management.

The board of directors includes
members who are independent
of senior management.

Provides oversight
for the system of
internal control

The owner-managers have
responsibility for oversight of
internal control.

Each meeting agenda for the
board of directors includes a
section covering internal control.

Principle 3: Management establishes, with board oversight, structures, reporting
lines, and appropriate authorities and responsibilities in the pursuit of objectives.
Point of Focus

Company A

Company B

Considers all
structures of the
entity

All employees report directly to
the owner-managers.

Each department manager
prepares a monthly summary
report of department activities
and performance.

Establishes
reporting lines

All employees report directly to
the owner-managers.

The monthly summary reports
are reviewed by senior
management and then presented
to the board of directors.

Defines, assigns,
and limits
authorities and
responsibilities

All authorities and
responsibilities reside with the
owner-managers.

Authorities are clearly defined
for each level (department
managers, senior management,
and the board of directors).

Principle 4: The organization demonstrates a commitment to attract, develop, and
retain competent individuals in alignment with objectives.
Point of Focus

Company A

Company B

Establishes
policies and
practices

The owner-managers
demonstrate expected
competence for each position
through direct interaction with
employees.

Each position has defined
responsibilities and
competencies.

Evaluates
competence and
addresses
shortcomings

When employee shortcomings
are identified by the ownermanagers through direct
interaction, training is provided
to employees.

Performance evaluations are
performed for all employees.

Attracts, develops,
and retains
individuals

The owner-managers perform
the hiring and performance
evaluation processes.
Discretionary bonuses are given
by the owner-managers.

The human resources
department has formal
processing for interviewing,
training, and evaluating all
employees. There is a formal
bonus plan for all employees
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Point of Focus

Company A

Company B
based on a combination of
company- and employee-specific
performance metrics.

Plans and
prepares for
succession

Not present, as the employees
are trained on the job when a
need arises.

There are formal employee
rotation plans within
departments to minimize the
effect of employee turnover. High
performing employees are
identified and trained for
promotion to senior management
positions.

Principle 5: The organization holds individuals accountable for their internal control
responsibilities in the pursuit of objectives.
Point of Focus

Company A

Company B

Enforces
accountability
through
structures,
authorities, and
responsibilities

The owner-managers
communicate matters regarding
internal control to employees
informally through direct
interaction.

A code of conduct is provided to
employees at the hire date.
There is a confidential hotline
for employees to report
deviations from internal control
by other employees, managers,
and senior management.

Establishes
performance
measures,
incentives, and
rewards

Discretionary bonuses are
primarily based on the
company’s financial performance.

Based on budgets, certain
performance metrics are
established for all positions.

Evaluates
performance
measures,
incentives, and
rewards for
ongoing relevance

Discretionary bonuses take into
consideration each employee’s
inability to perform internal
control responsibilities.

The employee’s performance
goals include the fulfillment of
significant internal control
responsibilities.

Considers
excessive pressure

Not present, as the direct
involvement of the ownermanagers with all employees
mitigates the effect of excessive
pressures.

Each performance goal is
considered for reasonableness by
the employee and supervisor.

Evaluates
performance and
rewards or
disciplines
individuals

The owner-managers consider
the performance of internal
control responsibilities for each
employee when deficiencies are
identified.

The company has an annual
performance evaluation process.
Based on each employee’s
performance results, raises or
promotions are awarded or
disciplinary actions are taken.
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Risk Assessment
Principle 6: The organization specifies objectives with sufficient clarity to enable the
identification and assessment of risks relating to objectives.
Point of Focus

Company A

Company B

Operations Objectives
Reflects
management’s
choices

The owner-managers informally
determine the expected
operations performance metrics
and align the entity’s operations
to achieve those goals.

Senior management aligns the
operations to provide accurate
and complete information
internally.

Considers
tolerances for risk

The owner-managers use an adhoc process to identify deviations
from expected operations
performance metrics.

Senior management determines
thresholds for acceptable
deviations in monthly
performance metrics as
percentages of the budget
amounts.

Includes
operations and
financial
performance goals

The owner-managers informally
consider both operations and
financial performance when
developing expectations for
performance metrics.

The financial budget process is
partially based on operations
goals.

Forms a basis for
committing of
resources

The owner-managers direct
resources to meet operations
needs based on known events.

Senior management directs
resources to meet operations
needs based on budget.

Complies with
applicable
accounting
standards

The owner-managers directly
review the transactions recorded
by the accounting clerk. The
entity’s cash basis financial
statements are prepared by the
accounting clerk and reviewed
by the owner-managers for
accuracy and completeness
before submission to the lender.
The entity involves outsourced
service providers to ensure
compliance where its employees
do not possess the necessary
skills and expertise in-house (for
example, payroll processing and
income tax preparation).

The board of directors, senior
management, and the accounting
department are involved with
the external financial reporting
process at appropriate levels to
ensure the entity submits
financial statements to lenders
in conformity with accounting
principles generally accepted in
the United States of America.

The owner-managers use an adhoc basis for determining the
thresholds for evaluating
matters in the financial
statements.

Senior management uses the
same thresholds in investigating
deviations from the budget as
materiality for evaluating
matters in the financial
statements.

External Financial Reporting Objectives

Considers
materiality

The outsourced service provider
prepared the nonfinancial
reports based on a threshold
that is approved by the ownermanagers.
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The entity involves outsourced
service providers to ensure
compliance where its employees
do not possess the necessary
skills and expertise in-house (for
example, income tax preparation
and employee benefit plan
administration).

The outsourced service provider
prepares the nonfinancial
reports based on a threshold
that is approved by senior
manager and, if necessary, the
board of directors.
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Point of Focus
Reflects entity
activities

Company A

Company B

The financial statements are
reviewed by the owner-managers
for accuracy and completeness.

The accounting department
prepares the financial
statements to determine
accuracy and completeness of
reported amounts. Senior
management reviews the
financial statements to evaluate
the accuracy and completeness
of reported amounts and
disclosures.

The owner-managers review the
draft tax returns before signing
and submission to the tax
authorities.

The accounting department
performs a detailed review of
the draft tax returns before a
high-level review is performed
by senior management, which
signs the tax returns for
submission to the tax
authorities.
External Nonfinancial Reporting Objectives
Complies with
externally
established
standards and
frameworks

Not present, as the entity does
not provide nonfinancial reports
to third parties.

Senior management oversees the
accounting and technology
departments’ efforts to ensure
the entity meets the electronic
data interchange (EDI)
requirements for transmission of
purchase and sales information
with customers and suppliers.

Considers the
required level of
precision

Not present, as the entity does
not provide nonfinancial reports
to third parties.

The entity considers the EDI
requirements of each customer
and supplier to ensure all data
is appropriately communicated.

Reflects entity
activities

Not present, as the entity does
not provide nonfinancial reports
to third parties.

The accounting department
compares the EDI data with
other records to ensure the
accuracy and completeness.

Internal Reporting Objectives
Complies with
externally
established
standards and
frameworks

The owner-managers determine
the expectations for internal
reporting requirements on an
ad-hoc basis.

Senior management and
department managers determine
the information and related
framework needed for senior
management and the board of
directors to fulfill their internal
control responsibilities.

Considers the
required level of
precision

The owner-managers determine
the precision for internal
reporting requirements on an
ad-hoc basis.

Senior management determines
the level of precision based on
percentages of the budget data.

Reflects entity
activities

The owner-managers review the
internal reports for accuracy and
completeness.

The department managers
perform a detailed review for
accuracy and completeness of
internal reports before a higher
level review is performed by
senior management and, if
necessary, the board of directors.
(continued)
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Point of Focus

Company A

Company B

Compliance Objectives
Reflects external
laws and
regulations

The owner-managers consider
applicable laws and regulations
when designing the system of
internal control.

Senior management considers
applicable laws and regulations
when designing the system of
internal control.

Considers
tolerances for risk

Based on an evaluation of the
consequences for violations of
laws and regulations, the ownermanagers determine the
acceptable level of
noncompliance with laws and
regulations.

Based on an evaluation of the
consequences for violations of
laws and regulations, senior
management determines the
acceptable level of
noncompliance with laws and
regulations.

Principle 7: The organization identifies risks to the achievement of its objectives across
the entity and analyzes risks as a basis for determining how the risks should be
managed.
Point of Focus

Company A

Includes entity,
subsidiary,
division, operating
unit, and
functional levels

The owner-managers proactively
identify and assess risks for the
operations function (and on an
ad-hoc basis for the other
functions).

Senior management and
department managers identify
and assess risks for each
function during the annual
budget process.

Analyzes internal
and external
factors

The owner-managers consider
known internal and external
factors expected to occur in the
near term that will affect
operations.

Senior management and
department managers consider
internal and external risks
affecting each department.

Involves
appropriate levels
of management

The owner-managers delegate
the responses to minor risks to
employees but retain the
responsibility for responses to
moderate and severe risks.

Based on the significance of each
risk, the response may be
delegated to employees,
department managers, senior
management, and the board of
directors.

Estimates
significance of
risks identified

The owner-managers use an
informal (judgmental) process to
estimate the potential
significance of risks identified.

The department managers
prepare initial estimates of
potential significant risks for
review by senior management.

Determines how to
respond to risks

After being identified and
assessed, the owner-managers
determine how to respond to
each risk.

The department managers
prepare responses for each risk
for review and approval by
senior management and the
board of directors, if necessary.
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Principle 8: The organization considers the potential for fraud in assessing risks to
the achievement of objectives.
Point of Focus

Company A

Company B

The owner-managers consider
fraud risks related to
misappropriation of assets.

The entity includes fraud risk as
part of its annual risk
assessment and budget process.

(Fraudulent financial reporting
and illegal acts are usually not
considered significant fraud
risks due to the significant
involvement of the ownermanagers.)

The department managers and
senior management consider
fraud risks involving
misappropriation of assets and
illegal acts. Senior management
and the board of directors
consider fraud risks involving
fraudulent financial reporting
and illegal acts.

Assesses incentive
and pressures

The owner-managers identify
and assess the known pressures
for employees (financial
hardship conditions), which may
create an incentive for such
employees to commit fraud and
develop appropriate responses.

Senior management and the
board of directors identify and
assess the effect of bonus plans
and operational pressures and
develop appropriate responses.

Assesses
opportunities

The owner-managers identify
and assess the likelihood of
fraud involving cash and assets
that are easily saleable
(inventory and equipment) and
develop appropriate responses.

Department managers, senior
management, and the board of
directors identify and assess
opportunities to commit fraud
(purchases for personal use,
disposal of assets, and use of
subjective estimates) and
develop appropriate responses.

Assesses attitudes
and
rationalizations

The owner-managers identify
and assess how fraud may be
justified and develop appropriate
responses.

Department managers, senior
management, and the board of
directors identify and assess
how fraud may be justified and
develop appropriate responses.

Considers various
types of fraud

Principle 9: The organization identifies and assesses changes that could significantly
affect the system of internal control.
Point of Focus
Assesses change
in the external
environment

Company A

Company B

The owner-managers proactively
identify significant external
changes, assess the risks, and
develop a response.

The entity considers changes in
the external environment as
part of its annual risk
assessment and budget process.

When the changes involve an
outsourced function, the ownermanagers consult with the
outsourced service provider.

When significant external
changes are identified, they are
discussed at the appropriate
level to assess the risk and
develop a response.
When the changes involve an
outsourced function, the
department managers involve
the outsourced service provider.
(continued)

APP A

90

Internal Control for Today’s Smart Business

Point of Focus
Assesses change
in the business
model

Assesses changes
in leadership

Company A

Company B

The owner-managers proactively
identify and assess the risks
related to significant changes in
the business model as part of
the decision-making process
(before approving the change).

The entity considers changes in
the business model as part of its
annual risk assessment and
budget process.

The owner-managers identify
and assess the risks to internal
control whenever there are
personnel changes and develop
responses.

Senior management considers
risks to internal control
resulting from changes in
department manager positions
when such changes are planned
or approved and develop
responses.

Not present for leadership roles,
as there are no changes in the
owner-managers positions.

Department managers and
senior management identify and
assess the risks for new product
lines and changes in technology.

The board of directors considers
risks to internal control
resulting from changes in senior
management positions when
such changes are planned or
approved and develop responses.

Control Activities
Principle 10: The organization selects and develops control activities that contribute
to the mitigation of risks to the achievement of objectives to acceptable levels.
Point of Focus

Company A

Company B

Integrates with
risk assessment

The owner-managers design
control activities in real-time
based on the risk assessments.

The department managers and
senior management use the risk
assessment responses as a basis
to design control activities.

Considers entityspecific factors

The owner-managers consider
resource constraints and the
involvement of the ownermanagers when designing
control activities.

Senior management and
department managers consider
the organization structure and
the entity’s operations when
designing control activities.

Determines
relevant business
processes

Based on the informal risk
assessment process, the ownermanagers determine the
appropriate control activities for
each function.

Based on the formal risk
assessment process, the
department managers determine
the appropriate control activities
for each function, which are
reviewed and approved by senior
management.

Evaluates a mix of
control activity
types

As there is a low volume of
transactions as well as high cost
of implementing technology
general controls (TGCs), the
owner-managers design most
controls to be detective and
manually performed.

Due to the high volume of
routine transactions, the
department managers coordinate
with the technology function to
develop TGCs whenever possible
to mitigate risks. For most of the
nonroutine transactions, the
department managers design
preventive manual controls.
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Point of Focus

Company A

Company B

Considers at what
level activities are
applied

The owner-managers perform
most routine control activities
and all nonroutine control
activities.

The control activities are
designed to be performed at
appropriate levels (employee,
department managers, senior
management, and the board of
directors).

Addresses
segregation of
duties

When incompatible duties are
identified, the owner-managers
either assign the duties to
different personnel or implement
new supervisory control
activities to be performed by the
owner-managers.

The department managers and
senior management consider the
segregation of duties when
reviewing the system of internal
control as a whole and
alternative control activities are
designed to eliminate the
overlap of incompatible duties.

Principle 11: The organization selects and develops general control activities over
technology to support the achievement of objectives.
Point of Focus

Company A

Company B

Determines
dependency
between the use of
technology in
business processes
and TGCs

The owner-managers coordinate
with the outsourced IT service
provider to determine the
appropriate use of technologies
to support the entity’s system of
internal control.

Department managers and
senior management coordinate
with the IT department to
determine the appropriate use of
technologies to support the
entity’s system of internal
control.

Establishes
relevant
technology
infrastructure
control activities

The outsourced IT service
provider designs and implements
the appropriate technology
infrastructure to support the
entity’s system of internal
control.

Department managers and
senior management coordinate
with the IT department to
design and implement the
appropriate technology
infrastructure to support the
entity’s system of internal
control.

The owner-managers review and
approve the technology
infrastructure.
Establishes
relevant security
management
process control
activities

The outsourced IT service
provider designs and implements
the appropriate technology
security control activities.

Establishes
relevant
technology
acquisition,
development, and
maintenance
process control
activities

The outsourced IT service
provider designs and implements
the appropriate control activities
over changes to technologies.

The owner-managers review and
approve the technology security
control activities.

The owner-managers review and
approve the control activities
over changes to technologies.

Department managers and
senior management coordinate
with the IT department to
design and implement the
appropriate technology security
control activities.
Department managers and
senior management coordinate
with the IT department to
design and implement the
appropriate control activities
over changes to technologies.
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Principle 12: The organization deploys control activities through policies that establish what is expected and procedures that put policies into place.
Point of Focus

Company A

Company B

Establishes
policies and
procedures to
support
deployment of
management’s
directives

The owner-managers establish
policies and procedures to build
control activities into the
employees’ daily activities.

Departments have detailed
policies and procedures manuals
for each business process. The
department managers review
the manuals to ensure the
policies and procedures are
consistent with the control
activities and related risks.

Establishes
responsibility and
accountability for
executing policies
and procedures

The owner-managers assign
responsibility for routine control
activities to employees.

The policies and procedures
manuals assign responsibility for
specific procedures to each
position and department
managers review the
assignments. Also, senior
management reviews the
assignment of procedures related
to key control activities.

Performs in a
timely manner

The owner-managers provide
instructions to employees
regarding the timing of
performance of procedures.

The policies and procedures
manuals describe the timing of
performance of procedures.

Takes corrective
action

The owner-managers oversee the
performance of procedures that
are delegated to employees.

The department managers
review the performance of
procedures delegated to
employees.

The owner-managers each retain
the responsibility for different
key control activities.

Each owner-manager reviews
the performance of procedures
assigned to the other ownermanager.

Senior management reviews the
performance of procedures
assigned to department
managers.
The board of directors reviews
the performance of procedures
assigned to senior management.

Performs using
competent
personnel

The owner-managers provide
sufficient resources to ensure
that employees can competently
perform the procedures with
diligence and focus, and receive
training by the entity if
necessary.

Department managers
coordinate with the human
resources department to ensure
that employees can competently
perform the procedures with
diligence and focus, and receive
training by the entity if
necessary.

Reassesses policies
and procedures

The owner-managers evaluate
changes to a procedure when a
weakness or improvement to the
procedure is identified.

As part of quarterly staff
meetings, department managers
and senior management review
procedures to ensure they
remain appropriate or need to be
changed.
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Information and Communication
Principle 13: The organization obtains or generates and uses relevant, quality
information to support the functioning of internal control.
Point of Focus

Company A

Company B

Identifies
information
requirements

The owner-managers identify the
information needed to manage
the entity.

Senior management and the
department managers identify
the information needed to
manage each business process
and function.

Captures internal
and external
sources of data

The outsourced IT service
provider assists the employees
and owner-managers in
obtaining the data for each
business process and function.

The IT department assists the
department managers to obtain
data for each business process
and function.

Processes relevant
data into
information

The entity utilizes simply offthe-shelf software to process
data, which is then analyzed by
the employees and ownermanagers.

The entity uses complex
accounting and enterprise
resource planning software to
process data for analysis by
department managers and
senior management.

Maintains quality
throughout
processing

The owner-managers and
employees are trained by the
outsourced IT service provider
on the software to support the
quality of information input and
output.

The department managers and
employees are trained by the IT
department on the software to
support the quality of
information input and output.

Considers costs
and benefits

The owner-managers determine
the information necessary to
effectively manage the entity
that can be efficiently obtained.

The department managers and
IT department coordinate to
obtain the most useful
information available in the
system to meet the department’s
performance goals.

Principle 14: The organization internally communicates information, including objectives and responsibilities for internal control, necessary to support the functioning
of internal control.
Point of Focus

Company A

Company B

Communicates
internal control
information

The owner-managers
communicate verbally to
employees regarding internal
control through daily
interaction.

The entity uses a formalized
system of procedure-specific,
department-wide, or entity-wide
memorandums to communicate
internal control matters.

Communicates
with the board of
directors

Not present, as the same
individuals are owners and
management.

Senior management attends all
board of directors meetings and
provides information necessary
for the board of directors to
fulfill its internal control
responsibilities.
(continued)
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Point of Focus

Company A

Company B

Provides separate
communication
lines

Due to the daily involvement of
the owner-managers, employees
communicate internal control
matters directly to the ownermanagers.

There is a hotline which may be
used by employees to report
anonymous and confidential
information related to internal
control.

Selects relevant
method of
communication

The owner-managers
communicate verbally to
employees regarding internal
control through daily
interaction.

Procedure-specific
communications are contained in
e-mails to the relevant
employees and department
managers as well as one-on-one
discussions for trivial matters.
Department-wide and entitywide communications (including
compliance matters) are
contained in e-mails as well as
printed copies to all relevant
personnel.

Principle 15: The organization communicates with external parties regarding matters
affecting the functioning of internal control.
Point of Focus

Company A

Company B

Communicates to
external parties

The owner-managers delegate
external communication of
routine transactions to
employees and outsourced
service providers. All nonroutine
external communications are
performed by the ownermanagers (for example,
correspondence with lenders).

External communications are
performed at a level that is
consistent with the authorities.
Employees and department
managers perform
communications with customers
and suppliers, senior
management communicates with
lenders and landlords, and the
board of directors communicates
with investors.

Enables inbound
communications

Third parties have information
to directly contact the
appropriate personnel.

Third parties have information
to directly contact the
appropriate personnel.

Communicates
with the board of
directors

Due to the extensive
involvement of the ownermanagers in the daily
operations, third parties have
the direct contact information of
the owner-managers.

Department meetings are held
periodically where significant
interaction with third parties is
discussed and, if necessary,
elevated to the appropriate level.

Provides separate
communication
lines

Due to the daily involvement of
the owner-managers, third
parties may communicate
internal control matters directly
to the owner-managers.

There is a hotline which may be
used by third parties to report
anonymous and confidential
information related to internal
control.

Selects relevant
method of
communication

The owner-managers
communicate verbally to third
parties regarding internal
control through daily interaction
as well as through e-mails.

Communications to third parties
are contained in e-mails as well
as printed copies mailed to third
parties for significant matters.
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Monitoring Activities
Principle 16: The organization selects, develops, and performs ongoing and/or
separate evaluations to ascertain whether the components of internal control are
present and functioning.
Point of Focus

Company A

Company B

Considers a mix of
ongoing and
separate
evaluations

The owner-managers primarily
use ongoing evaluations on an
ad-hoc basis and separate
evaluations in connection with a
trigger event (such as
submission of quarterly financial
reports to a lender or contract
negotiations with outsourced
service providers).

Department managers perform
ongoing evaluations as part of
the month-end reporting process
as well as separate evaluations
that are performed annually
(such as employee performance
evaluations).

Considers rate of
change

Not present, as the ownermanagers have an informal
evaluation process that doesn’t
consider the rate of change in
business and business processes
when selecting and developing
evaluations.

As part of its annual budget and
risk assessment process,
management considers risks
related to the rate of change in
the industry, as well as within
each department (with a focus
on the effect technology), and
considers the most appropriate
method for monitoring activities
results in changes to the current
system of ongoing and separate
evaluations.

Establishes
baseline
understanding

The owner-managers have an
informal baseline understanding
of the system of internal control
and evaluations. However, this
understanding is not
documented for analysis in order
to enhance the owner-managers’
approach to ongoing and
separate evaluations.

Management retains historical
information on the entity’s
system of internal control that
provides useful baseline
information for establishing
ongoing and separate
evaluations. This historical
information is considered during
the annual budget and risk
assessment process.

Uses
knowledgeable
personnel

The owner-managers perform
the evaluations and have
sufficient knowledge of each
position and related internal
control responsibilities.

Evaluations are performed
within each department, senior
management evaluates
department managers who they
individually oversee, and the
board of directors evaluates the
senior management team.

Integrates with
business processes

The owner-managers perform
the ongoing and separate
evaluations as part of their daily
activities on an ad-hoc basis.

Members of the senior
management team are assigned
specific areas for performing
ongoing evaluations throughout
the year. Changes to the
assignments are considered each
year as part of the budget and
risk assessment process.
(continued)
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Point of Focus

Company A

Company B

Adjusts scope and
frequency

The owner-managers perform
separate evaluations in
connection with a trigger event,
depending on the risk (such as
submission of quarterly financial
reports to a lender or annual
contract negotiations with
outsourced service providers).

As part of the annual budget
and risk assessment process,
senior management determines
the scope and frequency of
separate evaluations related to
significant risks.

Objectively
evaluates

The owner-managers informally
perform separate evaluations for
outsourced service providers.

Members of the senior
management team rotate
assignments of specific areas for
performing ongoing evaluations
throughout the year.

Principle 17: The organization evaluates and communicates internal control deficiencies in a timely manner to those parties responsible for taking corrective action,
including senior management and the board of directors, as appropriate.
Point of Focus

Company A

Company B

Assesses results

The owner-managers consider
the results of evaluations in
real-time.

The results of monitoring
evaluations are discussed during
quarterly meetings of senior
management. If significant
issues are identified, they are
also discussed at the quarterly
board of directors meetings.

Communicates
deficiencies

The owner-managers provide
real-time feedback to remediate
control deficiencies.

Department managers
communicate deficiencies to
appropriate employees and
senior management. Depending
on the severity of the deficiency,
matters may be communicated
to the board of directors as well.

Monitors
corrective actions

The owner-managers follow up
on deficiencies identified in the
past, but do not have a
methodology to ensure all
deficiencies identified are
remediated.

During the quarterly meetings
of senior management, there is
discussion of follow-up with
department managers regarding
deficiencies identified in the
previous quarter and
remediation efforts.
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Appendix B

The Components and Principles of the 2013 Internal
Control—Integrated Framework
Control Environment
1. The organization demonstrates a commitment to integrity and ethical values.
2. The board of directors demonstrates independence from management and exercises
oversight of the development and performance of internal control.
3. Management establishes, with board oversight, structures, reporting lines, and appropriate authorities and responsibilities in the pursuit of objectives.
4. The organization demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives.
5. The organization holds individuals accountable for their internal control responsibilities in the pursuit of objectives.
Risk Assessment
6. The organization specifies objectives with sufficient clarity to enable the identification
and assessment of risks relating to objectives.
7. The organization identifies risks to the achievement of its objectives across the entity
and analyzes risks as a basis for determining how the risks should be managed.
8. The organization considers the potential for fraud in assessing risks to the achievement of objectives.
9. The organization identifies and assesses changes that could significantly impact the
system of internal control.
Control Activities
10. The organization selects and develops control activities that contribute to the mitigation of risks to the achievement of objectives to acceptable levels.
11. The organization selects and develops general control activities over technology to
support the achievement of objectives.
12. The organization deploys control activities through policies that establish what is
expected and procedures that put policies into place.
Information and Communication
13. The organization obtains or generates and uses relevant, quality information to
support the functioning of internal control.
14. The organization internally communicates information, including objectives and responsibilities for internal control, necessary to support the functioning of of internal
control.
15. The organization communicates with external parties regarding matters affecting the
functioning of internal control.
Monitoring Activities
16. The organization selects, develops, and performs ongoing and/or separate evaluations
to ascertain whether the components of internal control are present and functioning.
17. The organization evaluates and communicates internal control deficiencies in a timely
manner to those parties responsible for taking corrective action, including senior
management and the board of directors, as appropriate.
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